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INTRODUCTION

1.0 Background

This document is part of a system specification documents. It is applicable to
the public and the private sector organizations that wish to introduce
Electronic Records Management System, or to assess the Electronic Records
Management System capability they currently have in place.

This is established to ensure that the electronic records (e-records) generated
by the public sector (or the private sector) can be preserved while maintaining
its authenticity, availability and continuity so that it could easily be accessible
at any time.

2.0 Obijective

This document proposes functional requirements that can be used to evaluate
Electronic Records Management System; to be applied in the management of
information assets as records. However, these requirements are insufficient
to define all mission specific needs for every organization. This specification
describes the requirements for the public office to implementing the Electronic
Records Management System. It focuses mainly on the functional
requirements for the management of electronic records by an Electronic
Records Management System (ERMS).

3.0 Scope

This System Specification, which focuses on functional requirements,
documents all the requirements needed to deliver the IT management
services. The document will provide a mapping of the IT management
services to the processes required to deliver them. It focuses on seven
processes below:

o Appraisal Management

. Records Creation and Capture Management

J Records Maintenance Management

J Records Usage and Access Management

J Records Disposal Management

J Records Organization and Storage Management
J Records Acquisition Management

It is written with the assumption that ERMS users include not only
Administrators or Archivists, but also general office and operational staff who
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use ERMS as part of their everyday work while creating, receiving and
retrieving records.

Based on the ANM Unified Model (refer to Section C), solutions are identified
to become tools to perform the business processes. The potential solutions
identified are as follows:

Solution ANM Ptzzléc;r(‘)::;)ce
Record Management System Owner Owner
Multimedia Repository Owner Owner
g;:tag?r?se Content Management Owner Client
Case Management System Owner Client
Collaboration Management Owner Client
Customer Relationship Management Owner Client

This System Specification document will include Record Management
System, Multimedia Repository, Enterprise Content Management, and
Collaboration Management.

4.0 What is an ERMS?

The management of electronic records is complex, requiring a large range of
functionality to be implemented well. Clearly, a system to meet these needs —
an ERMS - requires specialised software. This software may consist of a
specialist package, a number of integrated packages, custom-designed
software or some combination; and in all cases, there will be a need for
complementary manual procedures and management policies. The nature of
an ERMS will vary from organization to organization. This specification
makes no assumption about the nature of individual ERMS solutions. Users
of this specification will need to determine how the functionality of an ERMS
can be implemented to meet their requirements.

50 For WHAT <can this Functional System
Specifications document be used?

The Functional System Specifications document is intended to be used:

e by potential ERMS users: as a basis for preparing an invitation to
tender;

e by ERMS users: as a basis for auditing or checking an existing ERMS;

e Dby training organizations: as a reference document for preparing
records management training, and as course material;

e by academic institutions: as a teaching resource;

e by ERMS suppliers and developers: to guide product development by
highlighting functionality required;
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e by record management service providers: to guide the nature of the
services to be provided;

e by potential users of outsourced record management services: as an
aid in specifying the services to be procured.

The specifications document is written with an emphasis on usability.
Throughout, the intention has been to develop specifications, which are useful
in practice.

METHODOLOGY

IT management services are defined based upon ARKIB Negara Malaysia’s
perception of services, and are scoped according to the requirements of the
ARKIB Unified Model. The High Level Business Process is derived from the
ARKIB Unified Model, developed by ARKIB Negara Malaysia. ARKIB
Business Process Model explains the business process for ARKIB Negara
Malaysia (ANM) and the Public Offices. ARKIB Business Process Model is
then translated into IT Process Model and Functional Specifications. Refer to
the below figure which illustrates the process flow:

Analyze ARKIB Unified Model

+

Develop ARKIB Business Process

+

Analyze ARKIB Business Process Model

+

Decompose Business Process to IT Process

Develop IT Process

+

Analyze IT Process

+

Translate to Functional Specification

+

Develop Functional Specification

Figure 1: Process Flow
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THE OPERATIONAL MODEL

1.0 ARKIB Unified Model

The Arkib Model defines the activities that need to occur between ANM and
the public office from the point the record is created to the point it is disposed
and transferred to ANM. This model should be a living model that should
need to be continuously reviewed.

The model is divided into two main sections; The Public Office and ARKIB
Negara Malaysia. From the public office’s point of view, electronic records will
be created due to the requirements to conduct business or its functions. It
covers the need for the followings processes to be managed and maintain.
The main processes are:

(a). The Appraisal process to assess in determining whether or not the
electronic records have any archival value. The assessment of the
electronic records will be based on ANM’s pre-defined criteria, as well as
the public office’s specific requirements.

(b). Records Organization process to appropriately index the records,
typically via an electronic file plan.

(c). The storage process, where these records are stored and preserved to
ensure that these records are always available, authentic and secured.

(d). The “contextualisation” process to ensure that all the relevant metadata
are captured and preserved.

(e). Finally, the access process that determines the rules and the capability to
access the electronic records.

One of the critical components of the ARKIB Unified Model is the Appraisal
Process. The conventional practice of appraising records at a series level
also applies with electronic records. This is because, a document by itself
may not have the archival value but it may provide the context that links the
rest of the document in that particular file or series. With electronic records
the same applies. Thus, it is appraised at the ‘series or folder’ levels, as
opposed to the document or individual electronic files. If a series or folder has
been determined to be of archival value, any items or electronic files that are
stored or saved into that folder will be archived according to the determined
disposal schedule.

The appraisal process is the responsibility of both ARKIB Negara Malaysia
and the public office. The appraisal at the public office is even more critical,
as this is where electronic records that have archival value are first identified.
The appraisal process will have to be conducted at following area:

o The point of creation
J The point of capture

o Prior to preservation
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o Prior to disposal

Within the public office, the appraisal conducted at the point of creation and
capture will allow all the necessary contextual information are captured. When
the records have met their disposal period, the appraisal prior to preservation
and disposal is to confirm that the records are indeed or archival value and
have all the necessary contextual information. The records that need to be
destroyed would be confirmed that they have indeed been cleared or
authorized to be destroyed.

Within ARKIB Negara Malaysia, it is recommended that the archives conduct
an appraisal process to ensure that records received are indeed records of
archival value and have complied will all necessary standards and
requirements of ANM. The records are then captured and preserved in the
archives management system.

Below are two diagrams to show the ARKIB Unified Model and the High Level
Process Descriptions of the Model.
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Figure 2: ARKIB Unified Model

BUSINESS PROCESS RECORD
: MANAGEMENT
Structured Unstructured Web Environment
Environment Environment Combination of Structured METADATA

Manual - Conventional

Manual - Conventional
Records

and Unstructured
Manual - Conventional

Records Automated — Computerized, Records

Automated — e-mail, collaborative system, Automated — Computerized,

Computerized ad-hoc request e-mail, collaborative system,

Hybrid Hybrid web content managers
APPRAISAL PROCESS

Identify ‘records’ with archival value. Determine which of the information are records based on the

agreed ‘Appraisal Agreement’

Classify the identified records based on the agencies records classification (file plan) e.g. active,

inactive, long term, archival valued records

The disposition treatment should also be identified based on records classification. This should include
how the records should be destroyed or archived, when it has to be destroyed or archived, the

authorization required etc

The storage treatment should also be identified i.e. in what type of format, media
Metadata treatment to be applied, what information needs to be kept or tracked with reference to the

identified data
Reporting requirements on all of the above

ORGANIZE / STORE

Based on the appraisal process, the records
would have already been classified with all the
identified necessary records treatments
(Disposition, Storage and Metadata Treatment)
The records is then stored into the various
physical or digital repository.

The repository would need to be continuousl
tested for reliabilit¥. The RELIABILITY TESTING
would have to be for both data and media.

A process needs to be in place to determined
when a records are active or inactive based on a
predefined criteria.

Migration
Based on the outcome of the reliability test
there must be a capability to migrate the
record to a new media or onto a new
format as and when required

Disposition
The records needs to be checked if it has
reach the disposition term via the
DISPOSITION TESTING. A decision
would then be either to keep the records in
the internal archive, disposed it or send to
Arkib Negara Malaysia for archiving

<

< < O

Encode metadata structure
and content based on the
records management
metadata standards which
to be developed

Encode metadata structure
and content for appraisal
reason based on the
records management
metadata standards which
to be developed

Encode metadata structure
and content for organize
and storage reason based
on the records
management metadata
standards which to be
developed

Figure 3: High Level Process Descriptions of the ARKIB Unified Model
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2.0 ARKIB Business Process Model

The Business Process Model provides the relationship and assignment of
roles and responsibilities between ANM and the public office. At the same
time it defines the functions and activities that need to be executed at every
management level indicated in the model. This model has been further
expanded into a more detail Electronic Records Management Process and
Procedure during the analysis to develop the functional specifications. The
Business Process Model will form the infrastructure framework for the
implementation of electronic records and archives management
implementation in the public sector.

The Business Process Model for ANM and Public Office introduces four new
processes:

Business Process 1: Standard and Process Management
Business Process 2: Change Management and Communication
Business Process 3: Audit and Quality Management

Business Process 4: Customer Relationship and Consultation
Management

These processes are being introduced to enhance the functions of ARKIB
such that to provide better control and disbursement of information within
ARKIB and the agencies. This is also reflecting the new ARKIB Act that
enhances and provides more governance control to ARKIB in terms of
Records Management in the Public Sector.

In addition the new processes will also improve and enhance the role of
ARKIB as the sole custodian of all government records in terms of public
records and long-term records belonging to public offices / the government
agencies.
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The Business Process Model above is described as below:

No. BPR Descriptions
Standard and An area of management where Standards and processes are
1. | Process continuously developed, reviewed and improved based on
Management: current trends and best practices.
Change A series of activities specifical_ly designed to develop anq to
2. | Management and enable groups of ARKIB officers to achieve the desired
' C . ... | business objective while concurrently undergoing the change
ommunication:
process.
The area of management that conducts compliance in
3 Audit and Quality | accordance to policies and procedures that will be
" | Management: established. This process will also cater for new policies and
procedures to develop audit rules and regulations.
An operational process solution that can enhance an
Customer organization’s ability to see the differences in customer and
4 Relationship and | prospects needs and behaviors based upon the customer’s
" | Consultation value and priorities. It encompasses sales, marketing and
Management: customer service, and focuses on customer experience with
the organization.
5 Appraisal The area of management that encompasses the appraisal
" | Management: process.
Records Creation | The area of management that encompasses creation of
6. | and Capture records, the identification and classification of these records
Management: and execution of record capture activities.
Regords The area of management where records are organized and
7. | Maintenance o
, maintained.
Management:
8 gﬁgtzrggel;:age The area of management that handles the usage and access
' M , management of records in the Public Office.
anagement:
The area of management that handles the Disposal of
9 Records Disposal | records. It also conducts reviews on records to ensure that
" | Management: certain criteria are met before the records are disposed. This
will be for both the operational and archival records.
Acquisition The area of management _where records acquisi'gion are
10. Management: planned, executed and monitored; to ensure compliance to
' the ARKIB’s Act for the purpose of preservation.
Archives The area of management that will allow records to be
11. | Preservation preserved while maintaining its authenticity, reliability and
Management: security and is required by the ARKIB Act.
Archives This area of management is to facilitate and manage
12 Research and research and access of archives records by the public,
" | Access agencies and ARKIB. This will include providing the guidelines
Management: and tools to manage access.

Table 1: Business Process Model Descriptions
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APPRAISAL MANAGEMENT FUNCTIONAL
REQUIREMENTS

The Appraisal Process is the process whereby electronic records are assessed to
determine whether or not the electronic records have archival value. The
assessment of the electronic records will be based on Arkib Negara Malaysia’s pre-
defined criteria, as well as the public office’s specific requirements.

For the current practice in conventional records, appraisal is mainly done at the
‘series or file level’. This is because, a document by itself may not have the archival
value but it may provide the context that links the rest of the document in that
particular file or series. As such it is important to note that with electronic records the
same applies. l.e. the electronic records will be appraised at the ‘series or folder’
level as opposed to the document or individual electronic files. If a series or folder
has been classified to be archival value, any items or electronic files that are stored
or saved into that folder will be archived according to the determined disposal
schedule.

It is also important to note that the appraisal process is the responsibility of Arkib
Negara Malaysia and the public office. The appraisal at the public office is even more
critical as this is where electronic records that have archival value are first identified.

The appraisal process will have to be conducted at point of creation, at the point of
capture, prior to preservation and prior to disposal.

BPR 5.0 Appraisal Management

Process Map
Joirit S 1appolnt 1 5.2 Dedn e am T
kanagement ap pral sl Team mksand ;“MM:“'L
Committes msm bsrs e epon bl e o ye 2p praleal "
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Figure 5: High Level Business Process for Appraisal Management
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Description of the Business Process:

1.

5.1 Appoint Appraisal Management team members: A series of activities to
identify and appoint the person involved in planning and executing the
Appraisal Management activities.

5.2 Define team roles and responsibilities: To define the roles and
responsibilities of the Appraisal Management to its members and to define
their roles and responsibilities as a team for the effective execution of any
Appraisal activities.

5.3 Conduct study on Public Office’s Record Management environment: A
series of ongoing activities to acquire knowledge, experience and lessons
learned, new methods and best practices in the Public Office Records
Management.

5.4 Develop e-File plan: The activity of determining the file location to place
an electronic record.

5.5 Develop Retention Schedule and Appraisal Agreement: A series of
activities to identify and document the retention period of a record into an
executable schedule.

5.6 Retention Schedule and Appraisal Agreement: A legal document that
binds ANM and the Public Office with respect to the details of the Retention
schedule and Records Appraisal process.

5.7 Execute Retention Schedule and Appraisal Agreement: A series of
activities to implement the retention schedule and the appraisal activities as
agreed in the Appraisal Agreement.

5.8 Generate reports on Appraisal activities: To generate the Appraisal
Report, the activities involved are to determine the report format, identify the
target audience and the information to be reported and the frequency of the
report.

5.9 Conduct review and analysis: To conduct a series of analysis on the
review and feedback so that any new recommendations and issues arise from
the implementation of the Appraisal methods are addressed and
acknowledged for improvement.

IT Process Flow
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Figure 6: IT Process Flow for Appraisal Management

Description of the IT Process Flow:

(a).

The administrator will create the team based on the recommended team
members provided by the unit's management. This process will create

Member Action Control list based on any existing employee data
mapped against the role of the member

e-File Plan to store the various rules related to the content including

workflow and process flow

Draft repository for the content to allow team members a shared area
to store their respective work-in-progress

Content Repository to host the various contents that is approved for

distribution

The administrator will sign-off the various workflow and processes flow to the

various team approval committee.

Team Members start creating content and work on the content in the shared
drive repository.

When the content is ready for distribution, and the team member declares the
content as a record, the application will check across the e-file plan for the
content file plan i.e. whether the content requires an approval for distribution.

Once the publication is ready for distribution, the respective ANM group will
publish a circular to notify Public Offices of this new update. This is performed
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through the BPR 2.5 processes. There will be an automated process that
moves this content over to the publication area.

Once the content is ready for publication, the respective ANM group will
publish a circular to notify Public Offices of this new update. This is performed
through the BPR 5.3 processes. There will be an automated process that
moves this content over to the publication area.

Once the notification is sent out, the system will allow the Public Offices to
view their respective correspondence provided through the notification
module. This system allows the Public Offices to perform the following
functions.

e Review the correspondence, notices, circulars for the Public Office’s
consumption

e The Public Offices are also allowed to send their comments or queries
to ANM. This will then be routed to the respective personnel in-charge

Once the base information is available, ANM will schedule time to develop the
appraisal agreement with the Public Office. The appraisal agreement will
allow both parties to confirm and populate the templates for:

e Record

o Classes
o Classification
o Life Cycle

e e-File Plan

Retention Schedule
Vital Record Rule
Permanent Record Rule
Disposal Rule
Packaging Rules

O 0O O O O

Once the Appraisal Agreement is approved, ANM will transfer the agreement
to the Public Office.

The Public Office will then execute the agreement. This module will generate
the e-file plan and records repository based on the records definition and
classification for the Public Office.

The Public Office will monitor all activities related to the agreement. This
includes all new creates, updates and deletions of the agreement
components. Based on any new activity notification and information will be
supplied to the ANM monitoring system for updates.

Execute Appraisal Agreement

The ERMS must provide a function that specifies retention schedules, automates
reporting and destruction actions, and provides integrated facilities for exporting records

and metadata.

The ERMS must be able to restrict the setting up and changing of retention schedules to

the Administrator.

The ERMS must allow the Administrator to define and store a standard set of

customized standard retention schedules.




ANM Confidential

The ERMS must be capable of associating a retention schedule with any record, file or
class of a classification scheme.

The ERMS should be capable of associating more than one retention schedule with any
file or class of a classification scheme.

Every record in a file or class must, by default, be governed by the retention schedule(s)
associated with that file or class.

For each file, the ERMS must:
e Automatically track retention periods that have been allocated to the file or to the
class in which it belongs.
e |nitiate the disposal process once the end of the retention period is reached.

If more than one retention schedule is associated with a file or class, the ERMS must
automatically track all retention periods specified in these retention schedules, and
initiate the disposal process once the last of all these retention dates is reached.

Each retention schedule must allow the retention periods to be specified for a future
date, with the date being specified in at least the following ways:

e Passage of a specified period of time after the file is opened.

e Passage of a specified period of time after the file is closed.

e Passage of a specified period of time since the most recent record has been
assigned to the file.

e Passage of a specified period of time since a record has been retrieved from the
file.

e Passage of a specified period of time after a specific event (which event is
described in the schedule, and will be notified to the ERMS by the Administrator
rather than being detected automatically by the ERMS) (for example, “...after
contract signature”).

e Specified as “indefinite” to indicate long term preservation of the records.

10.

The ERMS must enable a retention schedule to be assigned to a file that can take
precedence over the retention schedule assigned to a class in which the file is assigned.

11.

The ERMS must allow the Administrator to amend any retention schedule allocated to
any file at any point in the life of the file.

12.

The ERMS must allow the Administrator to change which schedule(s) is/are associated
with a file at any point in the life of the file.

13.

When an Administrator moves electronic files or records between classes of the
classification scheme, the ERMS should optionally allow the retention schedule of the
destination class to replace the existing retention schedules(s) applying to these
records.

Usability — ARKIB Negara Malaysia

14.

Employee personal data extracted from the Employee Personal Data Repository. This
personalized view includes:
e Employee details such as Name, Address, Contact Number, e-Mail address,
Position
e Availability of the employee for new task.
e Skills and strength.

15.

Approval by Management Committee will automatically trigger the process notification to
notify the Team Leader by email system. From the email, a link will direct the Team
Leader to the page where the document is located and the status of the document will
be displayed.
e A button will be provided to approve, KIV or reject documents.
e A button will be provided to the Team Leader to trigger the process notification to
notify the Head of Department.
e A button will be provided to the Head of Department to trigger the process
notification to notify the Team Members.

16.

A search engine to search for the documents such as the standards, procedures and
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guidelines, ANM/Public Office Act & policies, File plan, existing Appraisal agreement and
etc.

Statistical method to analyze report from the Public Office’s report for easy report

17 findings.
18. | Provide templates for all reports so that all reports generated will have the same format.
19. | Create a virtual class room to support Record Management e-learning class
20 Learning materials will be provided by ANM through the identified website and virtual
" | class room will be created to support online Record Management e-learning class.
Usability — Public Office
1 Public Offices will be able to choose from different templates the various methods of
" | accessing the ANM repository on Standards, Procedures and Guidelines.
50 Public Offices will be able to review/search by atest Updates, Updates by date, Topic /
" | Subject, Implementation Plan or Effective Date, Archives
Request for information from Standard and Process Management Team to the Public
Office can be categorized to Normal and Urgent.
3 e Normal: Public Office will have more time to prepare for the information
' requested by the Management Team.
e Urgent: Public Office needs to submit the information requested by the
Management Team as soon as possible.
o4 Public Offices will get alerted for any notification sent by the ANM and a personalize
" | view for receiving notification from ANM.
o5 Public Offices should be able to input comments and feedbacks and submit to the ANM
" | via notification process provided by ANM.
26 Public Offices will be able to schedule training session with ANM to form a Record
' | Management e-Learning class.
07 Eefl\(ljl\(jISk and support facility will be provided to help and support the training launched
y )
o8 Public Office will receive request from ANM to supply information regarding the existing
" | appraisal agreement and any relevant information through email.
59 An identified media will be provided by ANM to help the Public Office provide the
" | required information to them.
30 A checklist will be provided by the ANM to ensure all relevant information required by

them is provided.
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RECORD MANAGEMENT SYSTEM SPECIFICATIONS
(FUNCTIONAL)

Record Management System Specifications

A Record Management System is a system that keeps track of both electronic
records and physical records. Records management addresses the life cycle of
records, which usually consists of three stages: creation or receipt, maintenance and
use, and disposition.

Basic document management principles, which apply to documents in any medium,
are:

Manage the whole document life cycle

Identify the valuable documents

Ensure the quality of information about the documents
Secure the valuable documents

Provide appropriate access to the documents
Preserve the valuable documents

Records Creation and Capture Management

Terminology

The term “capture” is used to encompass the processes of registering a record,
deciding which class it is to be classified to, adding further metadata to it, and storing
it in the ERMS.

In the context of an ERMS, the registration and other processes may be separate or
indistinguishable.

This section covers requirements relating to getting records into an ERMS.

Capture process: Electronic documents that are generated or received in the course
of business processes originate from both internal and external sources. The
electronic documents may be in various formats, may be produced by different
authors; and may be received as single documents and as multiple document files.
They may arrive through different communication channels e.g. local area network,
wide area network, electronic mail, facsimile, letter post (to be scanned) and at
variable arrival rates and volumes. A flexible input system is required to capture
documents with good management controls so that these diverse requirements are
addressed. Requirements will include:

Type of Capture
Type of Export
Declare
View/Inquire
Capture
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Type of Capture: Records may reach the ERMS in bulk in a number of ways, for
example, from another ERMS, as an electronic file made up of a number of records
of the same type (e.g. daily invoices) or a bulk transfer from an EDMS. The ERMS
must be able to accept these, and must include features to manage the capture
process.

Description of Requirements

a. Capture

Create new/edit existing document — A user shall be able to create a new document
or edit an existing document within an authoring application.

% Records - Records In-Tray - 31 Records Found
‘/iDi Fecord Mumber | Title | Drate Created
B 5 o 8/10/2006 at 3:51 AM
2 % 0670341 % Tag Al Crrl+A B/22/2006 at 11:26 AM
£ 5[] CASE/08/06/1 # Untag Al Chrlel  (ugani MAS 842272006 at 11:28 Al
[ ] (2 CASE/08/06/1./01 = tirme 8/22/2006 at 11:26 AM
S oS 0BA0E/2 w2 Inwert all Tags 542242006 at 11:38 AM
(] [ CASE/03/06/1./001 Bz % B/22/2006 at 11:53 AM
@ @2 CITas0EA Search 3 8/22/2006 st 12:15 FM
@ @ LEGIS/06/1 RIMNG A 8/22/2006 at 12:17 FM
B & B LEGIS/051 /01 @ view FING [.. S/22/2005 at 12:21 PM
® @ LEGISA05/1 40100000 View In Mew Window RIMG [... 8/22/2005 at 12:21 PM
RM1 (1 =[] CASE/DS8/06/2 g Edit tut cerai 84282006 at 11:11 AM
(1 & [ CASE/DS/06/3 8/28/2006 st 11:14 AM
£3 [0 CASE/DS/0641./002 Details » 842942006 at 3:18 AM
(] [ CASE/02/08/2/001 s . 8/29/2006 at 11:38 AM
[ [ CASE/03/06/1./003 = 8/29/2006 at 12:08 PM
— D P P Relate 3 AAA e e e
Classify 3
D ate Created 2102008 at 9:51 Ak auditSecurity »
Azsignes & At Home Location: fz 2006 at 9:57 Akd
. warkFlow 3
D ate Registered 81072008 at 3:51 A
Motes Comrmunications .3
Fecord Mumber | Electronic [3
Title test Administrative Tools 3
Creator fadzuan Send To v
Asuthar
P e Rermowve Erom L
@ Reguest
% Records - Records In-Tray - 31 Records Fou
Properties Alb+Enter
Capturing of metadata regardless of media - The system shall provide the ability to
associate document metadata to the content of an electronic document (e.g. word
RM2 processing, e-mail and attachments, spreadsheets, images, audio, etc.) or to

reference, within metadata, non-electronic documents (e.g. paper files, microfilm,
reports, video, photographs).

RM3

Prompt for document metadata - The system shall prompt the user for document
metadata at the time of creating, saving or closing a document and at the time of
sending an e-mail.
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Description of Requirements

B New Record Document E]@
General ]
Title [Free Text Part] |
¥
Extermal 1T
Drabe Created |11/7/2006 |9:08:52 PM =
Date Due ] ) E
Athor | B2
LContainer | B‘
Agsighes |Chong, Peter I= B
,TI Cancel Help J
A

Initial loading of documents - The system shall provide the capability to apply
common document metadata values and load documents into the document
repository in bulk (e.g. loading by sub-directory).

Options - Dropped Files

Dropped Files ] Dropped Folders ]

Default Record Type

=3
Default Container Fecard
=3
I automatically Yiew the current Document
v wihen checking in all Docurents, ignore 'Original’ Docurnents
RM4 wWrhen a Document is Being Proceszed:
v Check for internal Links to other Docurnents
v Confirm check in action befaore continuing
[ If possible. suppress entry form when creating new Records
[ Esztract profiling information For new Documents
After a Document is Checked 1n:
" Keep the local Document. and showe it as 'Checked Out'
e Keesp the local Document, but leave it 'Checlked In°
" Delete the local Document
OF. I Cancel Help | él
Version control — The user shall have the option whether to create a new version,
replace the existing version (provided the document has not been finalized) or create
RM5 a new document. New versions shall be automatically linked to the original

document and higher or lower versions of the document.
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%Recnrds - Records In-Tray - 31 Records Found

] D1 Record Mumber | Title
[} o = test
s> - Sa 06:08/1 "% Tagal Chrl+A - rder-death-kill
CO =3 CASEADE 28 Unkag all CErl-L E.ez Pembunuhan Pramuaari
= O CASESDE T Inwert all Tags srsntence ko jail h:ir_a lif=tirme=
=) S O5S05/2 < E
[ [ CASEZDE Bl L Mewe Record
& B3 CITACOE, Search > Copy Record
@ = dm LEGIS 0 — Mews Yersion M
B B LEGIS/ S Yiew 3 -~ 18]
o & | EGISA0 Wiews In Mewvs Windovs A TI-MOMEY LAURDERIM
] = (3 CASEADE %] Edit Aorninah lavwan Amin - tuntut ¢
[ = 01 CASEsOs o
—a C3 CASEADE Details » (fadzuan
[} O CASEAD:S etz » [fad=uan
(i | 1 CASEADE one tan mes
—_ —— A e e Relate HE

Classify »

Dat§ Created 2 AuditfSecurity >

Azzigrnes , g wworkFlows > = Thursday, Swugust 10, 200

D ate Registered a8

MNotes Comnmunications »

Fecord Mumber 1 Electranic L

Title te Adrministrative Tools 3

Creator Send To »

Author .

Addressas Remove Erom

ﬁ Feguest
% Hetat Rt Properties Alt+Enter

RM6

Document status/electronic approval — The user can electronically designate a
document as being finalized (authorized by a named authority) thereby protecting the
document from modification.

%Recnrds - Records In-Tray - 31 Records Found
~1Ca] Record Murber | Title
[ [T test
2 e OBS0E - Iag Al Chrlea raurder-death-kil
Co &1 O CASE @ Unkag Al CErl-L K.es Pemburnuhan Pramuaari b
=] Ca CASE A e e sentence ko jail Forra lifetirne
L) s 0508 gifu-mak an-mangagis
ca 1 CASE Hsw L7 fadzuan
[ ] @3 CITA. Search » 2006 CLYE112
@a -+ @ LEGIS AHTI-RHOMEY LALMNDERIMNG
B B LEGE S Wiew AMTI-MOMEY LAUMDERING
el ® LEGI: Wigwy In M Windowe AMTI-MOMEY LAUMDERING
e Aurniriab lawar A - buebut ce
O = [ CASE L8
[ | 1 CASE Details > Fadzuamn
Ca Ca CAaSE el o fadzuan
cCa 1 CASE ane tan mes
P — s Relate » PR
Classify (3
B AE auditfSecurity .
Aszighnees R - ince Thursday, Sugust 10, 2006 .
D ate Hegistered 2
Flotes Communications 3
Record Mumber Electronic ¥ es Check Out
Title Adrainistrative Tools * | 4@ CheckIn
Eret:tol Send To | | Einal
uUthor
e Remove Erom | 3 Remowve Document
ﬁ Regusst 7] Signature
Bprecords Record  Loibes  AlbiEneer | S Brint Document
E

RM7

Linking document attachments - The user is able to attach/link multiple electronic
documents to form a single "virtual document" which is subsequently managed as a
single entity to ensure its integrity.

RM8

Profiling documents with attached images — The user shall be able to profile an
original hardcopy document and to attach its image as electronic attachments.

RM9

Launching of applications — The system shall launch the authoring applications (i.e.
associated or generic viewer) from within the document retrieval function of RMS for
the purpose of creating, editing or viewing a document.




ANM Confidential

Description of Requirements

RM10

Distribution by user determined lists - The user shall be able to file a single document
in multiple repositories based on user-determined lists.

RM11

Exporting - The user shall be able to select sets of documents from repositories and
export the set and associated metadata to a repository or to offline storage.

B3 Im port/Export Wizard

Impon/Export Wizard

* Select the direction to move data [Import/E =port).

* Select the relevant TRIM Contest dataset.

" Export

Datazet

LCancel Help Mext |

RM12

User notification - When filing a document, a user will be able to designate other
users to be notified of the presence of document or file.

RM13

Printing without launching native application - The user shall have the capability to
print a document or a group of documents from a search list without launching the
native application.

> TRIM Context

Eille Edit Search Took Window Help
2208 &9 .| %% S | |Becent Documents ~|& S %%
5 & s

EEX

Date Crsated Date Last Updated
CASE/0/DB/E AZ00ALA G/1/2006509PM 1071172008 ot 335 P
s CASE/10/06/26 FRANCIS ANTONYSAMY v. PP 10/11/2006 ai 11:02AM  10/11/2006 ot 333 PH 10/11/2006 a1 10:38 A4
- CASE/10/06/25 W THEAN TEIK V. REGINA 10/11/2006 ot 10:5IAM  11/7/2006 ot 451 PM 10/11/2006 ot 10:59 AM
Fa CITANE3 ompi. " 11/6/2006 3L 430FM  11/7/2006 a1 507 PM 1/7/2006 2t 451 PM
vl CITANE29 10/11/2006 ot 1212PM 10/11/200 ot 1212 Ph
oL “ 0R 10/ b 10711/ A0 P AM
@ aw ADHI BIN YAAKOB V PUBLIC PROSECUTOR  10/11/2006 of 1053AM  10/11/2006 ot 1209 PM 10/11/2006 af 10:53 AM
i am MAIL V. PUBLIC PROSECUTOR 10/11/2006 2t 1050AM  10/11/2006 ot 12,08 PM 10/11/2006 &t 10:50 AM
Locations a Inert Al Tags 10/11/2006 3t 10:42AM 107112006 ot 1:32PM 10/11/2006 a1 1048 AM
@ a , PUBLIC PROSECUTOR 10/11/2006 &t 1044 AM  10711/2008 2t 1205 PM 1071172006 a1 10:44 A4
= a 00N V. PUBLIC PROSECUTOR 10/11/2006 &t 1041 AM  10/30/2006 ot 219 PM 10/11/2006 a1 1041 AM
Tassificati... a  hak Matik Judgements 10/11/2006 2t 335AM  10/11/2006 at 344 &M 10/11/2006 2t 3:354M
2y a » face Bala 10/11/2006 5t 912 4M  10711/2006 ot 333 4M 1071172006 a1 3124M
e Q= MATIK Y. PP 10/11/2006 ot BAAM 1071172006 ot 3:32 PM 10/11/2006 =t 845 AM
schadules a ent. in the Hioh Cout, susd to recover moneys... 9/26/2006 at TH03AM  11/1/2006 2t 7:35 PM /972006 2t 234 P
= [=]: L EQUITIES SDN BHD & ANOR V. TAISHO 9/28/2006 at 334 4M  9/28/2006 2t 1117 &M
aw 8/28/20063t 11714 4M  9/28/2008 &t 11:16.4M 5/15/2003 at 1:03 M
G Q= i Amin - turtut cerai 8/26/2006.3 11:11 AM  10/30/2006 ot 219 PM 6/3/2006 2t 2:14 PM
Terms aw uhan Pramugaii MAS 8/22/2006:3t 11:284M  10/11/200 ot 343 4M 8/22/2006 at 1213 PM
= n 8/10/2006 3t 11:38AM  11/1/2006 at 7:35 PM /32006 2t 216 PM
@ B 8/10/2006 2t 951 AM  11/7/2006 &t 322.4M T43/2008 2t 216 M
Saved
Searches

nce Wednesday, October 11, 2006 at 1055 AM

54 P (GMT+08.00)

fadzuan | sac | VALUED-EBB4CDE

QB %57 L s

< TRIM Context i unt

RM14

The Electronic Records Management System (ERMS) record capture process must
provide the controls and functionality to:
o Register and manage all electronic records regardless of the method of encoding
or other technological characteristics.
o Ensure that the records are associated with a classification scheme and

associated with one or more files.
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o Integrate with application software that generates the records.

The ERMS must be able to take into the electronic record management environment:

o The content of the electronic record, including information defining its form and
rendition and information defining the structure and behavior of the electronic
record, retaining its structural integrity (for example, all the components of an e-
mail message with attachment(s), or of a web page, with their links).

o Information about the electronic document, for example, the file name;

RM15 o The date of creation and other document metadata about the elements of the
record.

o Information about the context in which the electronic record was originated,
created and declared, for example its business process and, originator(s),
author(s).

o Information about the application program, which generated the record, including
its version.

The ERMS must allow the capture acquisition of all metadata elements specified at

RM16 |systems configuration, and retain them with the electronic record in a tightly-bound
relationship at all times.

RMA7 The ERMS must ensure that the content of selepted elements of th<=T metadata of the
electronic record can only be changed by authorized users and Administrators.

The ERMS should support the ability to assign the same electronic records to

RM18 |different electronic files, from one electronic document without physical duplication of
the electronic record.

The ERMS must support automated assistance in registration of electronic

documents, by automatically extracting metadata, for at least the following types of

document:
RM19 o Office documents (e.g. word-processed letters in a standard format).

o E-mail without attachments, both incoming and outgoing.

o E-mail with attachments, both incoming and outgoing.

o Facsimile messages, both incoming and outgoing.

RM20 |The ERMS must record the date and time of registration as metadata.
The ERMS must ensure that every registered record has a viewable registry entry
including the following metadata specified at configuration time.
[T TR S ey ——— TR T M |
RM21 L
0
b
E 4
ViewPane | "o S~
)
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RM22

The ERMS must allow entry of further descriptive and other metadata at:
o Time of registration.
o A later stage of processing.

M Record Type - Legislation

General ] Menu ] Aadit ] D efaults ] Wworkflow/Action ] Mumbering ]
Electronic User Fields ] Form ] Elueprint ] Aoccess Controls ] Maotes ] Active ]

Item= in bold text are on the data entry farm for this Becord Types and cannot be
untagged.

| M arne
~" Act Humber
Casze Murnber
Citation Mumber
+" Date Gazetted
~" Date in Force
~" Date Royal Assent
End Drate
Judgement D ate
Judges
Jurizdiction
Fart Mo
Publication
Fole
Section
Start D ate
~" Subject
“olure
~" Year

(]« I Cancel | Help J

RM23

Where a document has more than one version, the ERMS must allow users to
choose at least one of the following:

o Register all versions of the document as one record.

o Register one version of the document as a record.

o Register each version of the document as a record.

RM24

The ERMS should provide automated support for decisions on the classification of

electronic records to electronic files by means of some or all of the following:

o Making only a subset of a classification scheme accessible to a user or role.

o Storing for each user or role a list of that user’s most recently used files.

o Suggesting the most recently used files by that user.

o Suggesting files, which contain related electronic records.

o Suggesting files by inferences drawn from record metadata elements,
for example, significant words used in the document title.

o Suggesting files by inferences drawn from the record contents.

RM25

The ERMS should allow a user to pass electronic records to another user to
complete the process of capture.

RM26

The ERMS must support automated assistance in registration of electronic
documents, by automatically extracting as much metadata as possible, for as many
kinds of document as possible.

RM27

The ERMS must issue a warning if a user attempts to register a document which has
already been registered in the same file.
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Record Type - Quotes ti:
Electronic ] Idzer Fields | Farrm ] Blugprint ] Access Controls ] Mates ] Active |
General ] Menu | dudt | Defauts | wokllowdsction | Mumbeing. |
MHame 1Quu:utea
Behawor | Dacument L]
Lhange lcon | . Eontainer Level |3 ﬂ
Sort Order |a
Titling bethod
Free Text j
Tl
=il
Behavior for Duplicate Tiles ||gn|:|re :_1

: AT e, T [izplay ' arming
Starting Clazzfication Frevent

The ERMS must provide the ability to capture transactional documents generated by
other systems. This must include:

RM28 o Supporting predefined batch file transaction imports.
o Providing edit rules to customize the automatic registration of the records.
o Maintaining data integrity validation.
RM29 |The ERMS must support the use of metadata for electronic records
The ERMS must support the capture and presentation of metadata for electronic
RM30 |records as set out in the accompanying metadata standard for electronic records
management.
The ERMS must ensure the capture of all required metadata elements specified at
RM31  [systems configuration, and retain them with the electronic record in a tightly-bound
relationship at all times.
The ERMS must be capable of automatically capturing:
RM32 Metadata acquired directly from an authoring application

o Metadata acquired directly from an operating system
o Metadata generated by the ERMS itself.

RM33

The ERMS must be capable of capturing metadata acquired from the user at the time
of declaration.
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B Mew Record Document E]@

General ]
Title [Free Text Part] ||

% |
Esternal |0
D ate Created |114742006 IHDBEZ PW i)
Diate Due | | ﬁ
Author . :." E’
LContainer E’
Aszzignes |Chonqg, Peter [~

0] | Cancel I Help I

The ERMS may provide an option for capturing metadata from the ‘document

RM34 |properties’ information held by a document where this is available; but if so, the
ERMS must allow this metadata to be edited prior to declaration.
RM35 The ERMS must support the ability to optionally assign one or more controlled
vocabulary terms by selection from a pre-defined list to an electronic record.
The ERMS may support the ability to optionally assign one or more controlled
RM36 |vocabulary terms by selection from an ISO 2788 compliant thesaurus to an electronic
record.
The ERMS must allow entry of further descriptive and other specified metadata at a
later stage of processing (i.e. where this is allowable within other requirements); and
must be able to restrict this ability to authorized users.
@ Record Type - Legislation @
General | Meru | Awdit ] Default= ] Swforkflowe At ction ] Mumbering ]
Electronic User Fields ] Form ] Elusprint ] Access Controls ] Motes ] Active ]
| Mame
~" Act Number
o Diaie Baraitad
+  Date in Force
+ Date Royal Assent
RMS? End Date

Judgernent O ate
Judges
Jurisdiction
Fart Mo
Publication
Fole
Section
Start D ate

+ Subject
Wolume

~" Wear

Ok I Cancel Help
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RM38

The ERMS must prevent any amendment of selected elements of metadata of the
electronic record, which have been acquired directly from the application package,
the operating systems or the ERMS itself (for example, certain dates) as defined by
the accompanying records management metadata standard.

RM39

The ERMS must be capable of allowing a user to edit the content of selected
elements of metadata of the electronic document during but not after the process of
declaration, including Title and Creator.

=] Properties 4 - @

General lHecord Actions] Electronic Henditions] Hevisions] Eontacts] Rel 4| ¥

Title [Free Test Part] | tender

Extermal D

Date Created 11/1/2006 |!_]:1 7:35 AW ]
Diate Due |11/15/2006 | _ﬁ_'
Author Huzaimatus |l &/
Container - | &

Assighee <At Home L ocation> Huzaimatus | e

]9 | Cancel Help
v

RM40

The ERMS must ensure that the content of selected items of metadata (a subset of
those that may be changed) of the electronic record can only be changed by an
authorized user, as defined by the accompanying records management metadata
standard.

RM41

The ERMS must allow an authorized user, after declaration, to edit the content of all
metadata elements that have been captured from, or edited by, a user, but not those
elements that have been system generated.

RM42

The ERMS must support:

o The definition of user-defined metadata elements for electronic records, by an
Administrator

o The required metadata element set for each new record_type to be separately
selected when defining the record type (within system requirements)
Each selected metadata element to be defined as either mandatory or optional
(except where the system requires metadata elements to be mandatory)

o Later reconfiguration of the selected metadata set.
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‘@8 Record Type - Legislation

Electronic Uszer Fields l Form I Blusprint I Access Controls I MHotes

Items= in bold text are on the data entry Farm For this Becord Types and cannot be
untagged.

General ! kA e l Aadit I D efaults I wlorkflove b ction I MHMumbering

I Auchive

! MName

~" Act Number

Caze Mumber

Citation Murmber

D ate Gazetted

D ate in Force

D ate Royal Assent

Ernd D ate

Judgement D ate

Judges

Jurizdiction

Fart Mo

Fublication

Role

Section

Start D ate

~" Subject
olurne

~ Wear

€48

£ !

Ok I Cancel I

Active Fislds

Form Field - Container
= R General ]

Alternative Capkion

G eneral ] kA e ] Laadik ] D efault= ] whork flowveSAction ] Mumbering
Electronic ] U=zer Fields Form ] Elueprint ] Aoccess Contrals ] Moaotes ] Active ]

—- & Page - General
ah Title [Free Text Part)
ab Container Dowen

N

Optional Field
Mandatory Field

)

N Read Only Field
Inactive F|

+-Stock
+Stand

Alveays Display Full wWidth

L]

Reskrick Editable “widkh

[ =

(=] 4 I Cancel | Help

|

Ok | Cancel |

RM43

The ERMS must record the date and time (to the nearest minute) of declaration as a
metadata element attached to the record; this data should in addition be recorded in

the audit trail.
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2 Active Audit Events - Historical Events Record 3 - 6 Historical Events Found @
Histarioal Events I
‘/l% Record I Login ‘ Event Date: Event | Event Detail:
7] GLEST ACCOUNT 114142008 &t 306 A Document Viewed Document Viewed - C:\Docume...
3 GUEST ACCOUNT 114172006 &t 306 At Document Attached Document Attached - C:\Docu,
3 GUEST ACCOUNT 114172006 2t 3:05 AW Bisignee Changed Assignee Changed - fadzuan - .
3 GUEST ACCOUNT 114142006 at 3:05 AW Home Location Changed Home Location Changed - fadz
3 GUEST ACCOUNT 114142006 at 9.05 AM Owiner Location Changed (Ouner Location Changed - fadz. .
3 GLEST ACCOUNT 114142008 &t 505 A Cantact Added Contact Added - fadzuan - don...
3 | [
Event | Document Attached
0K Search Help
]ﬁ

The ERMS must ensure the capture of e-mail transmission data and be capable of

RM44  \mapping this data to electronic record metadata elements, as set out in the
accompanying records management metadata standard.
When capturing an e-mail message, the ERMS must ensure that e-mail transmission
RM45 |data is included in the body of the record, including sender, recipients, and date of
receipt.
The ERMS must capture the ‘intelligent’ version of an e-mail message address,
where one is associated with the original message; for example, ‘John Smith’ rather
than js042@aol.com, as well as the full version.
Access Controls 1 Active ] Motes ] Access Controls | ) Active - Motes ]
General Addess | Electionic Addresses | Associstions | Profils | General | Addfess Electonic Addhesses | associations | Profle |
| J Details
cstokes@sigmadata. com. au =
[ Eliane ] skes. i C e
Unigue Name | /0=5IGMaA DATA SOLUTIONS/OU=SIGM... =
Bl | ﬁlfl.gnéa[:hﬂsdslTDKES[SMTFES[DKES@SI g
RM46 - W fD:S\GﬁADAT.L‘.\SDLUTIDNS.HDU:SIGM... =
Beview Date ]
Foreign Barcode
Phone Mumbers Mo
Business Phone Image
9339-8991 & Available
Mohile Phone
0419944265 fo)
FQ;313-233D £
Home Phone
=)
ak Cancel Help oK Cancel Help
The ERMS must validate the content of selected metadata elements, to conform with
requirements as set out in the accompanying metadata standard for electronic
RM47  |records management; in particular, in relation to:

o Date formats

o Numeric and alphanumeric formats
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b. Type of Capture

The ERMS must be able to capture an e-mail message (and attachments if present)

RM48 from within an e-mail client.
Records may reach the ERMS in bulk in a number of ways. For example, from
RM49 another ERMS, as an electronic file made up of a number of records of the same
type (e.g. daily invoices) or a bulk transfer from an ERMS. The ERMS must be able
to accept these, and must include features to manage the capture process.
The ERMS must provide the ability to capture transactional documents generated by
other systems. This must include:
RM50 o Supporting predefined batch file transaction imports
o Providing edit rules to customize the automatic registration of the records
o Maintaining data integrity validation
The ERMS system must provide facilities to manage input queues.
@ TRIM Queue Processor g@ﬁ
General l Lags ]
Bunning Since: 11/3/2006 at 8:57 P
Processed: I}
Errars: I}
Marmne | Status
RM51
< 24
| |
Cloge HTDD' | Help |
RM52 The ERMS should be able to set up multiple input queues for different document
types.
Within the schedule for implementation, the ERMS must be able to directly import, in
bulk, electronic records in their existing format with associated metadata that is
RM53 presented according to a pre-defined XML schema (schema to be defined based on

the accompanying records management metadata standard), mapping this to the
receiving ERMS folder and metadata element structures.
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Options - Dropped Files

Dropped Files ] Dropped Folders ]

Default Record Type

Default Container R ecord

[ Automatically Yiew the current Document

v Wwihen checking in all Documents, ignore 'Original' Documents

When a Document iz Being Proceszsed:

v Check for internal Links to other Docurnents

v Confirrn check in action before continuing

[ If possible, suppress entry form when creating new Becords

[ Eztract profiling information for new Docurnents

After a Document iz Checked In:
" Eeep the local Document, and show it as 'Checked Out'
f+ FKeep the local Document, but leave it 'Checked In'

" Delete the local Docurnent

Ok, | Cancel | Help | 4
2

The ERMS must be able to indirectly import, in bulk, electronic records in their
existing format with associated metadata that is presented in a non-standard format,
mapping this to the receiving ERMS folder and metadata element structures.

Options - Dropped Files |Z|@IE|

Dropped Files l Dropped Folders ]

Default Record Type

Default Container Record

[ Automatically Yiew the curent D ocument

W “when checking in all Documents, ignore 'Original’ Documents

RM54 wihen a Document iz Being Processed:

Iv Check faor internal Links to other Docurnents

v Confirrn check in action before continuing

[ If pozsible, suppress entry form when creating new Records

[ Extract profiling information for new Documents

After a Document iz Checked In:
" Keep the local Document. and show it az 'Checked Out’
f» FKeep the local Document, but leave it 'Checked In'

" Delete the local Document

Ok, I Cancel Help |
.
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The ERMS should be able to import, in bulk, existing electronic documents, in any

and all supported formats, that have no associated metadata presented separately
from the document, by:

o Placing documents in queues for further processing

o Automatically extracting metadata from the document properties where possible

o Providing facilities for the addition of missing metadata, and the assignment of
documents to folders

o Supporting the declaration of documents from these processing queues.

Options - Dropped Files

Dropped Files ] Dropped Folders ]

Default Fecord Type

RM55 Default Container Record

I Autormatically Wiew the current D ocument

v wihen checking in all D ocuments, ignore 'Original’ Docurnents

Wihen a Docurment is Being Processed:

[+ Check for internal Links to other Documents

[+ Canfirm check in action before continuing

[ If possible. suppress entry Form when creating new Records

[ Exztract profiling information for new Documents

After a Document is Checked |[n:
" Eeep the local Document, and show it az 'Checked Out’
= Keep the local Document, but leave it 'Checked In'

i Delete the local Document

Ok, I Cancel Help

c. Type of Export
Whenever the ERMS transfers a single record, the ERMS must be able to include a
copy of the audit trail data associated with the records, volumes and files being

transferred.
23 Active Audit Events - Historical Events Record 3 - 6 Historical Events Found @

Historical Events I

/|5¢ Record [ Logn [ EventDate [ Event | Evert Details |
3 GUEST ACCOUNT 117172006 at 5.06 AM Document Yiewed Daocurent Viewed - C\Docume..
3 GUEST ACCOUNT 114 /2006 at 508 &M Document Attached Document Attached - C:\Docu
3 GUEST ACCOUNT 1141 /2006 at 3:05 AW Aasignee Changed Aasignee Changed - fadzuan - ...
3 GUEST ACCOUNT 11172006 at 3:05 AW Hame Location Changed Hame Lacation Changed - fadz..
3 GUEST ACCOUNT 117172006 at 305 &M Owner Location Changed Owner Location Changed - fadz. .
3 GUEST ACCOUNT 11A/2006 at 305 AM Contact Added Contact Added - fadzuan - dor..

RM56 A m 3]

Event | Document Attached

ok Search Help 1 @
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Whenever the ERMS transfers or exports records, the ERMS must be able to include

a copy of all the audit trail data associated with the records, volumes and files being
transferred.

22 Active Audit Events - Historical Events Record 3 - 6 Historical Events Found @
Historical Events I
E Record ] Login ‘ Event Date | Event ‘ Event Details
3 GLUEST ACCOUNT 11/1/2006 at 308 &AM Documet Yiewed Document Viewed - C:\Docume...
3 GLEST ACCOUNT 114142006 at 308 &M Documert Attached Document Attached - C:ADocu.
3 GUEST ACCOUNT 114142006 at 3:05 AM Aggignes Changed Assignee Changed - fadzuan -
3 GUEST ACCOUMT 1142006 at .05 AM Home Location Changed Home Lozation Changed - fadz...
3 GUEST ACCOUMT 1142008 at .05 AM (Owner Location Changed Owner Location Changed - fadz..
3 GUEST ACCOUNT 11/1/2006 at 3:05 M Contact Added Cantact Added - fadzuan - don.
£ 3]
RM57 ' .
Event | Document dftached
(K. Search Help ‘4
The ERMS should be able to export an entire class of the classification scheme in
one sequence of operations, ensuring that:
o The relative location of each file in the classification scheme is maintained, so that
the file structure can be reconstructed,;
o All metadata at higher points in the hierarchy is retained and moved with the
class.
3 Import/Export Wizard - Export Classifications from AGC
Select Object Type
RM58 * Select the type of TRIM object for Import/E =part.
Expoart Type | Clazsifications j
LCancel Help Mext | |
d. Declare
RM59 File classification scheme — The system shall support pre-defined file classification
schemes in hierarchical structure.
RM60

Classify information — The system shall provide the capability to classify information
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for documents and files and capture file titles and numbers in hierarchical structure
with fill file number validation.

BSi Select From Glassifications - Term Prefix '

Clazzifications ]

Classification Title
-cornrnodation

+- [ Accommodation - Domestic

+] @ Accommaodation - Domestic - Singapore

Search for Classifications

+EE Accommodation - Domestic - General Search By
+ @ Accommodation - Domestic - Acquisition
BB Accommodation - Domestic - Rental " sSelect Lower Level Classifications OF: {leawve blank For all Top Lewels)

+- [ Accommodation - Industrial

[E3 @ Accommodation - Industrial - General

+ @ Accommodation - Industrial - Acquistion
+ B} Accommodation - Industrial - Rental " Search by Classification Term Prefix

+ [ Accommodation - Office I
[+ @ Accommodation - Office - General

o=t @ Accommodation - Office - Acquisition
BB Accommodation - Office - Rental " Search by Classification word
+- [ Accounting

[+ @ Accounting - General

[ex @ Accounting - Accounting Autormatic

Mame Accommodation
Fecord Security [Mao Security Lewel]

Elasslicaomalitle)] “sceommodation I Show Classifications that are not in use

(o4 I Cancel Help
ak I Cancel | Search | Help |}d
)

RM61

Add, modify and delete file numbers/titles as a single set — A designated individual
shall be able to add, modify and delete file numbers/itles as a single set and globally
including prompts to confirm the action and messages if the action will affect other
levels in the hierarchy or other related records.

RM62

Transfer to central database - The system provides the capability to transfer the file
classification scheme and all associated data from a local RMS site to a central file
classification database.

RM63

Restrict creation - The system shall provide the capability to restrict the creation of
new files to designated individuals.

RM64

File description - A designated individual shall be able to establish a description of
each file including title, description, function/activity, organization, cross-reference
number, subject officer, physical location and recording medium and more detailed or
deferring information at the different file levels or for volumes and enclosures
including file title, keywords, previous file number, cross-reference number and file
dates (open, closed), vital record identifier and status, security level, warning
message, and retention period, disposal action and disposal authority.

= Records - Records In-Tray - 33 Records Foumnd
~1Ca] Fecord Mumber
LEGIS A05S1 AO0ZA00003=
LEGIS /A0S 2
= =
a
S[21
=

| Date Created
SS9 2006 at A:41 PR
S/ZOSD00E at 5:22 PR
11 .41 S200E st 9:05 Sk
1141 S200E ot 9:1 7 Ak
1141 2006 st 9:26 Ak
U141 2006 ot 10:54 2k
111 2006 st 10:54 ok
= 111 2006 st 1T1:27 ok
CIT o 062 11, 2S2006E st 1:22 PR
LEGIS OS2 11 /,2,2006 st 1:40 PR
CoaSE OS/s05, 2002 Cass Touota ws. Homda 11582006 at 1:51 PR

M

-

CpooEpORERY

| 1112006 =t 9:25 ~kA

Mo
Hu=aima ELis
137 KB
C:nD ocumen b= ard Sottinas-Huzaimatus ke Documend kst L=ai
Ak Home Location: Huzaimatus since wednesdan. FowemEe
D ate Registered 1141 22006 ot 9: 26 k4
Fecord Humber S[-=]
Titl= e b
Croator Huzaima ELas
Containsr




ANM Confidential

Description of Requirements

RM65

Core Document Metadata Schema - The system shall provide the capability to define
a specific set of document metadata fields and their associated values, which shall
be common to all document metadata Schema used by RMS and to restrict the
update of metadata to a designated individual.

RM66

Document & User/group metadata - The system shall provide a facility to build,
maintain and manage the metadata associated with individual documents and each
RMS user.

RM67

Importing user metadata — The technical architecture allows user metadata to be
populated within RMS by importing relevant data from automated user accounts files
maintained for LAN or e-mail administration.

oelect Object Type

* Select the type of TRIM object for Import/E =port.

Impart Tvpe I Records li

RM68

Profiling non-electronic documents — The user shall be able to profile non-electronic
documents including title, file number, keywords, topic, sender, addressee, related
file number, date of document, and date of receipt.

RM69

Automatically capture and provide metadata - The system shall provide the capability
to capture and provide core document metadata automatically.

RM70

Indexing - The system shall provide a mechanism to index the text of stored
electronic documents in a real-time mode, on a timed "batch processing basis", or
upon system administrator request.

RM71

Global changes to metadata — A designated individual is able to perform global
changes to the document metadata based on modifications to values within the file
classification system, the removal or amendment of keywords, the removal or
reassignment of system users (e.g., authors) or the removal or re-assignment of
business functions.

Z] Properties 4 - @

General l Record Actions] Elec:tn:\nic:] F!enditions] Fievisions] Contactsl Fielé;l;

Title [Free Text Part] | tender

E=temal |D

Date Created 11/1 /2006 |!_E|:1 7-35 AM

Date Due 11/15/2006 |

Author Huzaimatus =

LContainer -

CRCACE N

Azzighee <At Home Location>Huzaimatus -

Ok I Cancel Help
i
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Option to file - The user is provided with the option of filing a document in a selected
document repository or filing it in the user's work space (outside the RMS
environment).

Offline Records (MDA) - Save Document As o @

Document Name

RM72
Create Within Folder
L84 | . | Dataset Ol Local Hel
ancel | 3Lasel ‘ riline | OCal | Elp //;

RM73 Personal repository access list - The user is able to create a personal list of
repositories to file into and from which documents can be viewed and/or retrieved.
Matching document metadata schema to repository - The system provides the user
with the document metadata schema, on the profiling screen, that matches the
selected repository.

'% Records - Records In-Tray - 33 Records Found

~" 1] Record Murmber | Titi= - | Dats Created
£ 3 = | EGIS /061 /02500003 Fart 2 section 3 8292006 at 4:41 P
] e L EGIS/O0EASZ ac: 2/29°2006 at 5:22 Fhd
[ ] = = minutes mesting 11212006 at 9:05 Ak4
[ ] |‘§'| = t=mider 117122006 at 917 &kAq
[ Lo =T | nevs tender 11712006 at 926 &k
] = & Mew Case 1112006 at 10:5:3 A
] = - arkilile 11142006 at 1054 Ak4
[~ = =2 be=sth 112122006 at 11: 27 204
[ ] @ CITAAOESZ criminal lawvy 11 A2/°2006 at 1:38 FPr4
(=] i LEGIS/O0EASS criminal records 112282006 at 1:40 FhA
-] O CASE/OS 0673502 Casze Tavata ws. Honda 1182006 at 1:51 PrA

RM74 D ate Created | 1112008 at 26 Lbd

Elner Leantn B i

,EZ%E,EZ f'f“”‘:”‘ 'i.:'j;: EEEQEEEEEES?;T@T e i e

FRecord Sumher 5[w2]

Creatar @ Humaimas

RM75 Insertion of file number/title — The user is able to insert (copy/paste) a selected file
number/title into the authoring tool that is currently using the RMS capability.

RM76 Cross-referencing — The user is able to cross-reference a document to more than
one file number.

Restricting access rights across the bureau or department - The system provides

RM77 facilities to ensure that "write and modify rights" shall be restricted to designated

individuals.
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Access Controls
] Accezz To ] Detailz
Yiew Docunent fadzuan
Yiew Metadata Everone

Update Document fadzuan
Update Record Metadata fadzuan
Modify Record Access fadzuan
Destroy Record fadzuan
Contribute Contents fadzuan

< | ili | |

Evpass Record Type access control references |

Everyone I Container ] Privake ] Custorn l

0ok | Cancel ] Help |

-

RM78

Drill-down capability - The system shall provide the capability to navigate the file
classification scheme or file repository using a drill-down method. The drill-down
method shall also permit horizontal navigation without having to go back to the top of
the hierarchy and the ability to populate the file number/title document metadata
fields with a "select and click".

Yimber/ eco Dl |A
= g/ Human Resce Manginent
< ) Homan Rezavrcs Managamant - Staff Disvalpment
- E Human Flatoutca Management - S1af Daveloome  Shidy Aty
A Huma Rsuics Maregesn - Stall Divilopmen - Sk Avsitlancs - ke 20042005
il M Pesuice Maragase - Sall Dvlopmiant - Stk Agsilance - ok 20042005
4 L Inseance arid iebentions ¥

RM79

Retrace navigation - The system provides the capability to navigate the file
classification scheme and file repository by retracing the drill-down path and by a
"pop-to-top" from anywhere in the structure.

I " Hunber  Recard Dt | A
= 4! Human Resouce Management
<! g Humain Resource Managament - Staff Dievalopmert
8751 Hurver Fenoiaos Management - S1af [y 5
B Humen Rasoica Managesenl - Stall Devalboament - Sudy Assitlance - teind 2004-2005
i Hursan Resouice Managesmenl - Shall Develooment - Sty Aesisbance - [nteind 2004-2005
# Ly Incieance and rebsnbons v

RM80

Viewing the file classification scheme and file repository - The system shall allow
each user to view either the full file classification scheme and file repository or only a
specific selection of file titles/numbers as an individualized custom view.
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% Records - Records In-Tray - 33 Records Found

-/1&1 Record Mumber | Title
[0 (2 CASE/DS/0641/003 orE tan mee

| Date Created
8/25/2006 at 12:08 P

{1 [ CASE/08/06/3/001 Huzaimatus 8/29/2006 at 1214 PM
B = B [ LEGIS/06/ /02 part 2 -test 8/29/2006 at 415 PM
* ® LEGIS/BA/02/0..  Parl 2 section 1 8/29/2006 at 4.40 PM
@ @ LEGIS/BA/02/0..  Pant 2 section 2 8/29/2006 at 4:39 PM
B - B LEGIS/06/1/03 Test Part 3 8/29/2006 at 415 PM
* @® LEGIS/6/1/03/0 . Part 3 section 3 B8/29/2006 at 441 PM
® ® LEGIS/BA/03/0..  Parl 3 section 1 8/29/2006 at 4:41 PM
L] @ LEGIS/B/1/03/0..  Part 3 section 2 8/29/2006 at 4:40 PM
® @ LEGIS/0E/1/02/00001  Pan 2 section 2 8/29/2006 at 439 PM
® - LEGIS/06/1/02/00002  Part 2 section 1 8/29/2006 at 440 PM
® @ LEGIS/061/03/00001  Part 3 seclion 2 8/29/2006 at 440 P
® @ LEGIS/06/1/03/00002  Part 3 section 1 8/29/2006 at 441 PM
@ @ LEGIS/06/1/03/00003  Pan 3 section 3 8/29/2006 at 4:41 P
@ W LEGIS/E2 ac 8/29/2006 at 5:22 PM
| e e minutes mesting 11/1/2006 at 305 &M
| WEER) tender 117172006 at 317 &M
B MJ Alv2] new tender 11/1/2008 at 9:26 A
| R New Case 114172006 at 10:54 AM

The figure below illustrates the Classification list.

B8 o02/200/200/

G

G [ 0024100/ &

BB 00241004100/ B Generdl
BB 00241004200/ B& Acquisition
w+EE 00241004300/ B Rental

- [ 0024200/ &) Industrial
B 002/2004100/ E& General

@ Acquistion

Mumber oz

M ame Accommodation
Fecord Security | [Mo Security Level]
Clazzification Title | Accommodation

e o8
|

RM81

Third party filing — The user shall be able to file documents directly or to designate
the document as a "file-and-send" for filing by a designated individual.

RM82

Reserve and charge out of paper files & attachments — The user shall be able to
reserve and charge-out paper records, volumes and other secondary storage
containers, with automatic client look-up and capture.

RM83

Automatic calculation of recall dates - The system shall perform automatic calculation
of recall dates for charge-outs with the ability to override.

RM84

A designated individual shall be able to BU files, volumes, enclosures, and/or
documents to be sent to users on a specified date. Although multiple users can
request a BU for an item on a specific date, only one request for this item can be
granted for modification/editing.

RM85

File labels — A designated individual shall be able to generate labels (single or
multiple) for physical files, volumes, enclosures and secondary storage containers,
when requested, or automatically upon creation of the file/volume, etc.
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Flle Folder 9015142

pgmonstaten PRI R
.

Oumer Lacation  The Authority
Date Created_09/01/1990

Investigation of the Impact of Traditional Turtle and Dugong Hunting on Long
Term Viability of Populations

Unclassiied

90/5142 90/5142 90/5142

RM86

Multiple repository search — The user is able to select one or more document
repositories prior to invoking a document search and to present the search results
from the selected repositories in a combined manner showing the source repository.

RM87

Matching document metadata schema to document repository - If the selected
repositories do not use the same document metadata schema, then the document
metadata schema shall default to the "Core Document Metadata Schema".

RM88

Bureau or department-wide repository access rights - RMS provides facilities to
ensure that "read, write and modify rights" are restricted to designated individuals.

Wl Sec urity and Access Policy - 5[v2] - @

Access ]

Security Lewel
][ND Security Lewel] vi

Active Security Cawveats

Access Controls

| Access To | Details
Wiew Document Ewemone
Wiews Metadata Ewemone
Update Document Ewervone
Update Record bMetadata Ewerpore
todify Record Access Ewemnone
Destroy Record Ewvemnone
Contribute Contents Ewervone

<: 1 | [2=]

Bvpass Record Type access control refersnces |

Everyone ] Container | Private ] Custom |

oK | cancel | Help | P
Z

RM89

Document metadata search — The user shall be able to search by one or a
combination of any document metadata field profiled, including text descriptions.

RM90

Full-text search — The user shall be able to search on document contents. Text
retrieval capabilities of the system shall include intelligent search, such as Boolean
and fuzzy search. All searching shall be case insensitive as default, while also
allowing case-sensitive searches.
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Find Records ’ @

Search |sort | Fiter |

Search By
Records In-Tray v.". &

Current Selection
& aMD O OR Mew | mnsert | Celste | ] MET Reset

‘Tender' in Title
and Date Registered iz between 11,/9/2000° and 11./9/2008"
and Records In-Tray

(a]4 | Cancel Open Help J

NN

Simultaneous thesaurus search in English or Bahasa Malaysia— The user is able to
perform thesaurus searches on the contents of documents using either Bahasa

RM91 . . . . , :
Malaysia or English terminology. This could include the execution of separate
searches using either a Bahasa Malaysia or English interface.
Selecting thesaurus terms - The system provides the ability to select a term in either
Bahasa Malaysia or English. A single search would then be performed using the
terms provided.
|x TRIM Context - [Thesaurus Terms - All - 78 Thesaurus Terms Found]
® File Edit Search Tools Window Help
D I8B=a | 85 @@ B A S | |Date Created - &
| Shartcuts *| [v] Tem ] /| | Related Thesaurus Terms

Favorites ] atlm. | Ci Tangkap

{ﬁ:i::é} : zgiir::zllce Cl Catch

Reecords ® Jctusl bodily harm

proey @ botus reus

E;fﬁ;’ @ Lagravation

widons | QLo

{" 3 res!

'\@/’ g inas: warrant

Lt @ Anestable offence

RM92

When the users search based on Thesaurus Term, the related record attached with the
Thesaurus term will be displayed.

€ TRIM Context - [Records - Thesaurus Term is ‘Arrest’ and Date Registered is between "11/9/]
% File Edit 3Zearch Tools ‘Window Help
Oueasa oz @ .|| B v % Sy Date Created ‘i [
Shortcuts X \/1[]1 Recard NN&I ] Title | Date Created
Favorites (YR new terder tangkap 117172008 ot 325 &M
5 A
&
Rec;rds
@ Date Freated 11172006 at 3:26 AM
i Acoeds Control
Workflows TEetions
@1 Al Thesaurus Termns Lurest warrant; Arest
«|r Aftached Thesaurus Terms | Arrest warrant: Amest
Locations Dizposition Active
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Retrieval of document(s) - The technical architecture shall provide a facility to retrieve
electronic documents and associated attachments from any document repository (or

RMS33 a collection of documents) managed by RMS informing user of location of document
(e.g. online, offline, etc.)
View without launching — The system shall include the capability to view electronic
documents without launching the native or originating application.
[@ 2[v2]: test 2 - TRIM Document Viewer g@\
[ Search Window Help .
st fon| || EE Q| E CRBEGD
Launch
ﬁ Print...
RM94 . Close
Eggm.h)impbﬂalsa\(er?[m
Benefits of Microsof Office ShadPoimt Partal Savar
2003
White Paper
Hit list - The system allows the user to view, retrieve or print electronic documents
RM95 . -
from a customizable hit list.
Attached/Linked Documents — The user is able to select and retrieve one or more
RM96 |documents from an attached/linked multiple electronic documents (a single "virtual
document").
Most recent version of document - The system shall provide a mechanism that
ensures that the default retrieval strategy shall always retrieve only the most recent
version of a document. The system shall provide a facility for the retrieval of any or all
earlier versions of an electronic document as requested by the user.
Search Methods
Search Methads ]
RM97 [ word Searches
= 0] Marvigate
: % Relsted Records of One Type
% Related Records
S Latest Part
S 2l Parts
S % Latest Wersion
: % Latest Finalized “ersion
; % All Versions
List of last edited/profiled documents - The system shall provide each user with a list
RM98 |of the most recently edited or profiled documents at the desktop.
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Search Methods

Search Methods |

#- [ Word Searches
[+ Marvigste
=] Tray
+- (] Mumbers
-+ [ Dates
i Q} Date Registered
"\ -5 Date Crested
-5 Date Closed
-5 Date Published
- % Date Madifisd
L % Date Declared A= Final
% Due for Return On
% Record Reguests By Date
g ¥ Q} Date Due
'\ .5 Last Action Date
L% Last Updated

Checking-in/out documents — The user shall be able to check-in and check-out

RM99 :

electronic documents.
RM100 Block from editing — The system shall prevent other users from modifying a checked-

out document but allows viewing access by those users.
RM101 Notification - The system shall provide notification, when a user attempts to access a

file that has been checked-out.

Check-in without launching - The system provides the capability to check-in a

document without having to launch the native application.

CheckIn - 6
Check In WAEIIUHW Access Controls
TsF\IeName D
RM102 " Replace Current Revision
I~ Keep document(s] checked out after check in complete
’Tl Cancel ‘ Help I

Application of choice — The system allows the administrator to specify a default
RM103 "application, and its version, of choice" for editing sessions, where a file format is

supported by multiple applications (e.g. *.BMP is supported by a number of graphics

editors).

Launching a second document - The system shall provide the capability to open
RM104 |additional documents into an existing instance of an application (e.g. if MS Word is

launched by a retrieved file, a second file shall simply add another document window
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to MS Word and not start another copy of the application).

RM105

The Records Management Application (RMA) shall provide the capability to create
organizational record categories and files. The RMA shall provide the capability to
output for viewing, saving and printing, a list of current organizational record
categories and files.

RM106

The RMA shall provide the capability to assign a record classification code to each
record.

RM107

The RMA shall provide the capability to assign a record category disposition
instruction in the form of text.

RM108

The ERMS must support the process of declaration, in which an electronic document
is marked as a formal electronic record and is associated with one or more folders
directly by an end user

RM109

The ERMS must prevent any amendment to the content of any electronic record
(which has been declared) by any user including an Administration

RM110

The ERMS must at all times prevent the destruction or deletion of any electronic
record (which has been declared) with the exceptions of:

o Destruction in accordance with a disposal schedule

o Deletion by a systems administrator as part of an audited procedure

RM111

The ERMS must support the naming of electronic records, and allow this name to be
different from the existing electronic document filename (including e-mail subject
lines used to construct record titles); if the existing filename is taken by default, the
ERMS must allow this name to be amended at the time of declaration.

RM112

ERMS must ensure that the content of the body of an e-mail message and the
transmission details cannot be amended in any way between processes of capture
and declaration (but excluding the subject line used as record title, which can be
edited).

RM113

The ERMS should ensure that the content of and the transmission details of other
electronic transactions with which the ERMS is closely integrated cannot be
amended in any way between processes of capture and declaration.

RM114

The ERMS must ensure that all electronic records are assigned to at least one folder
on completion of declaration.

RM115

The ERMS must not impose, by its own architecture or design, any practical limit on
the number of records which can be captured and declared into a folder; or on the
number of records which can be captured and declared into the ERMS as a whole.

RM116

The ERMS must allow an electronic record to be assigned to more than one folder.

RM117

Where multiple assignments are achieved by use of a pointer system working with a

single actual record, the ERMS must be able to manage the integrity of all pointers or

references, to ensure that:

o Following a pointer, whichever folder that pointer is located in, will always result in
correct retrieval of the record

o Change in location of a record also redirects any pointers which reference that
record.

RM118

The RMA shall provide the capability to allow authorized individual(s) to add a record
category and to suspend disposition of a record category.

e. View / Inquire

RM119

Interface — The technical architecture shall provide a Graphical User Interface (GUI)
interface or a web-enabled interface.




ANM Confidential

Description of Requirements

[ Dt jew Pgvortem Tooh LD

DIRE Rt R iy B~ : |

] W e et e

« I Tray

Smarch far. Equal T
o iban Tray
Tits Mart -
« Shatus ~
- kg

v (1
E-Fisd Masuge Corinsin

) iy wiabehiss {01 )

[l nwsceniing

Dwscemiing

o ITemin

caiison srisy 4

A Search Assistant - Microsoft Internet Explorer
Fle Edi View Favorites Took Hep

Qo - © - [ B @ Psarcn

address (@) 102:2000searchassistant/

raotes @ (R B L) B

Stokes, Christopher Search Drafts. Labels Search Assista

SERRCH TRIM FOR:

Click on a Search term to build your search, ar
type terms directly into the Search box

sigma data_Created
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More help with searching

Use Created to find records that were created on the date(s) you specify.
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I ’ For example

L] Created:3/5/2005 will find records that were created on that date
Created:5 July-7 July willfind recards that were created on Sth, 6th and 7th July 2005

Common Searches Date Searches Searches for People and Places
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Personalized desktop — A designated individual shall be able to use a tool-set for
customization of the desktop and document metadata fields. As a minimum, this shall
include the ability to hide or display document metadata fields, add coded buttons
and size windows.
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RM121

Revising on-line help — A designated individual is able to access, revise or make
additions to on-line help facilities. This includes the capability to load, maintain and
retrieve custom process rules pertaining to using and administering RMS.

RM122

Bahasa Malaysia- All software applications, utilities, viewers, drivers, APIs, etc. that
deal with text shall be capable to change to Bahasa Malaysia.

RM123

Year 2000 compliance — The system shall conform to Year 2000 standard and

requirements, meaning that neither performance nor functionality is affected prior to,

during or after Year 2000. In particular, the system shall fulfill the following:-

o No value for current date will cause any interruption in operation;

o Date-based functionality much behave consistently for dates, prior to, during and
after Year 2000;

o In all interfaces and data storage, the century in any date must be specified either
explicitly or by unambiguous algorithms or inferencing rules; and

o Year 2000 must be recognized as a leap year.

RM124

The system shall provide application program interfaces that allow integration with
common computer applications such as office automation applications, workflow
applications, and electronic-form/correspondence tracking software.

RM125

The system shall allow integration with messaging software such as Lotus Notes.
The user shall be able to transfer e-mail messages, their associated metadata and
attachments between messaging software such as Lotus Note and the system such
that e-mail messages can be filed in an RMS repository; and initiate mailing RMS-
filed documents from an RMS repository as attachments to an e-mail message.

RM126

Support of both user activation and forced activation filing — The user shall be able to
file by user activation through a specific action (User Decided Filing) and forced
activation where the filing process is automatically initiated upon receipt or sending of
a message (Forced Filing).

RM127

Configuring filing activation - The Interface shall provide a facility to configure the
Filing Activation on a user basis and on a workgroup basis.

RM128

Filing from a list or folder — The user shall be able to select for filing a message from
an e-mail Client message list and/or message folder.

RM129

Filing from current view - The user is able to select for filing the message currently
being viewed in the e-mail client.

RM130

Filing single or multiple selections — The user shall be able to select for filing single or
multiple messages with one selection.

RM131

Automatically capturing data elements - The Interface shall provide a facility for
automatically capturing the following e-mail data elements from the e-mail message
and populating the Document Metadata of the e-mail Message Copy that is to be
filed as an RMS document:

(a) From: (sender/author); (b) To: (recipient list); (c) Cc: (recipient list); (d) Subject;
(e) Message body; (f) Document type (set to e-mail); (g) Attachment file name(s) and
path names(s); (h) Sender’s File Number; (i) Subject Code; (j) Security classification
level (open, restricted, confidential, secret); (k) Date of message creation; () Time of
message creation; (m) Date of e-mail receipt; (n) Time of e-mail receipt.

RM132

Distribution list - The Interface shall provide a facility to capture resolved distribution
lists (i.e., the full e-mail address of the actual recipient) rather than the distribution list
name itself. The Interface shall provide a configuration option (for designated
individual use only) to limit the number of characters available for storing recipient
addresses.

RM133

Automatic capture of attachments - The Interface shall provide a facility for
automatically capturing e-mail message attachments (sent and received).

RM134

Transfer of data elements - Some e-mail data elements shall be transferred to RMS
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Document Metadata and other data elements shall be entered into the formatted
header that forms part of the e-mail Message Copy.

RM135

Attachment name - E-mail attachments shall use Document Name and not system
generated name that may or may not be arbitrary filename.

RM136

Folder filing properties - The Interface provides facilities to identify certain e-malil
folders to have filing properties such that documents placed in such filing-enabled e-
mail folders shall be filed.

RM137

Ensuring filing - The Interface shall provide facilities to provide a method to ensure
that messages placed in filing-enabled e-mail folders shall be filed.

RM138

Linking/mapping filing folders - The Interface shall provide facilities to link/map filing-
enabled e-mail folders to previously defined RMS folders (i.e., file titles in specified
RMS repositories) such that an e-mail message placed within the filing-enabled e-
mail folder will be filed in the corresponding RMS file title (i.e., under the
corresponding file classification number) within the RMS repository.

RM139

Check-Out/Check-In - The Interface shall pass any information required by RMS to
manage its Check-out and Check-in functions for all filed attachments.

-
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=] 3
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E] & " Local File il
) 8 '
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T}
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Assighee & -

D ate Registered | 1171 ,TI i ] Help |
Record Mumber | B[+2]

RM140

Document history - The Interface shall pass any information required by RMS to
update the RMS Document History for all filed messages and filed attachments.

7 Active Audit Events - Historical Events Record 2[v2] - 20 Historical Events Found . @

Historical Events |
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L

RM141

User Directories — The system shall provide a facility to read and integrate the e-mail
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user directory data into the RMS user directory.

RM142

Full-text searching and viewing - All e-mail messages shall be searchable using full-
text tool regardless of format. The message should also be readable using the
internal viewer.

RM143

Saving message and attachments - The Interface shall allow the option to save
message and attachments and all related message information as one object.

RM144

Links - When a message is saved as multiple objects, a bi-directional link shall be
established between the message and attachments.

RM145

Saving attachments independently - The user shall be able to save an attachment
independently from the message at the discretion of the user.

Records Maintenance Management

Records Maintenance Management is the area of management where records are
organized and maintained. This specification involved the three process of records
maintenance:

i)
i)
ii)

Analysis
Migration
Monitor

Description of Requirements

a. Analysis

RM146

Analysis design should be modular and reusable, and allow modules addition and
deletion without major changes to the program.

RM147

Analysis should save and restart analysis procedures in the same state as at the exit
time.

RM148

Analysis should provide a standard mechanism to store information and operations
executed in each analysis procedure (i.e. information about a dataset, selection cuts,
calibration data used - if attributes were re-calculated in an analysis job) to allow their
recalculations with identical results

RM149

Analysis should provide a standard mechanism to store information on any errors
encountered in any data manipulation (i.e. fitting, mathematical manipulations,
display). The information should be stored in an object generated by the data
operations.

RM150

Analysis should provide a standard mechanism to append information on the data
related to an analysis (for example - criteria used to select data and conditions used
to collect data) to the analysis results.

RM151

Analysis should provide a standard mechanism to store and view results of the
preliminary, the intermediate, and the final stage of analysis.

RM152

Analysis should allow viewing of results in the interactive form and a possibility to
save them, if needed, in a standard format for possible inclusion in informal and
formal publications.

RM153

Analysis should display one or more events simultaneously.

RM154

Analysis should make it possible to plot, graph and represent graphically in other
ways results from simple and multiple data sets.

RM155

Analysis should be easy enough to learn its basic functionality’s in a short time (few
hours).

RM156

Analysis should allow reading different input data formats and writing different output
data formats. Conversion routines should be available to the read/write objects in
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various formats for easy interfacing with outside software packages.

RM157

Analysis should provide a variety of mathematical manipulation packages as well as
a graphical display packages.

RM158

Analysis should provide a default (native) mathematical manipulation and graphical
display packages.

RM159

Analysis should apply standards to data representations, printing files (i.e. postscript
format), graphical outputs (i.e. wrl, gif, ps), interfaces (i.e. GUI requirements). The
standards should be either industrial or internal (CERN-wide, for example) and
should be strictly applied.

RM160

Analysis response time should be reasonably fast.

b. Migration

RM161

Identify the migration strategy

o Count of data structures

o Interfaces involved in migration

o Data sources (including word processing documents, spreadsheets, raw text files,
etc.

Develop methods for transferring the information intact to another medium

RM162 |(migrating) or republishing the information in another form on a new medium
(harvesting)
RM163 Have the capability to extract the records from the Departmental Repository and

store in the Archives Repository.

RM164

Establish an environmentally controlled storage facility

RM165

Develop criteria and establish a monitoring process for regular review of optical disks

RM166

Develop criteria for dealing with hardware and software obsolescence

RM167

Develop, support, and use disk production standards that will permit preservation and
access well into the future

RM168

Implement storage and use practices that will prolong the lifespan of optical disks

RM169

Store all parts of an optical package together

c. Monitor

RM170

Maintenance of file history — The system shall maintain charge in/out history for files,
volumes, documents and secondary storage containers.

RM171

Statistics/Management information - The system shall provide the capability to
compile statistics and produce management information such as the number of times
a document is accessed/processed/updated as well as the number of documents
accessed by organizations/groups.

RM172

Revisions to documents — The system shall maintain and provide reports on
revisions to documents, access to documents, and changes to document status.
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Records Usage and Access Management

Records Usage and Access Management is the area of management that handles
the usage and access management of records in the public office.

a) Search and Display

An integral part of an ERMS is the ability for the user to retrieve files and records.
This includes searching for them when precise details are not known, and rendering
them. Rendering is producing a representation on-screen (“displaying”) or printing; it
may also imply playing audio and/or video.

Accessing files and records, and then viewing records will require a flexible and
broad range of searching, retrieval and rendering functions to meet the demands of
the different types of user. Although this can be thought of as not being classically a
records management function, the required functionality is described here on the
grounds that an ERMS without good retrieval facilities is of limited value.

Searching is the process of identification of records or files through user-defined
parameters for the purpose of confirming, locating, accessing and retrieving records,
files and/or their metadata.

The ERMS search and navigation tools to locate metadata, records, volumes or files
requires a range of searching techniques for the sophisticated “research” user and
support for the casual and less “computer literate” operator.

An ERMS may contain records with different formats and structures. The user
requires generic viewing facilities that will accommodate displaying, rendering and
printing a range of formats.

b) Access Method

All of the features and functionality in this specification must be subject to access
controls as described elsewhere in this specification, including security controls. In
other words, the ERMS must never present information to any user which that user is
not entitled to receive. To avoid complexity, this is assumed and is not repeated in
each detailed requirement.

Organizations must be able to control who is permitted to access records and in what
circumstances, as records may contain personal, commercial or operationally
sensitive data. The restrictions on access may also need to be applied to external
users. For example, in some countries where freedom of information legislation
permits access to selected public records, customers may wish to view records.

Any access to records, and all other activities involving them and related documents
or data may also need to be stored in the audit trail to ensure legal admissibility and
to assist in data recovery.

Security of records also includes the ability to protect them from system failure by
means of backup, and the ability to recover the records from backups.

Organizations generally need to control access to their records. Typically, they need
to limit or permit access to specific records and files by user and/or by group of
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users. Where matters of national security are involved, they may also take users’
security clearances into account.

The setting of these access rights must be limited to certain roles. Note however that
this role is only implementing, from a system perspective, decisions taken by more
senior management. Such decisions are typically based on laws and regulations,
such as information laws, data security laws, archival laws and industry regulations.

¢) Reporting

This section gives outline requirements only; it is not appropriate to attempt to
reproduce here the requirements for a comprehensive report writing sub-system. In
any implementation, requirements for the amount and complexity of reporting will be
determined by the size, complexity and levels of change to the classification scheme,
the amount and nature of the records, and the user base.

d) Audit trails

An audit trail is a record of actions taken which involve the ERMS. This includes
actions taken by users or Administrators, or actions initiated automatically by the
ERMS as a result of system parameters. The audit trail for records can be viewed as
metadata of the records (because it consists of information describing some aspects
of the records’ history), though this is not essential.

The ERMS must be capable of management and control of electronic records
according to the standards necessary for compliance with requirements for legal
admissibility and security, and must be capable of demonstrating this compliance.
The audit trail is a key factor in meeting these requirements by maintaining a
complete record of all the actions on every record.

The volume of audit trail information can become large if all actions are audited.
Consequently, in some implementations, management may decide that the selected
actions need not be audited; and in most cases, the on-line audit trail is periodically
moved to off-line storage, and is subject to deletion if and when the relevant records
are disposed of. These are matters of management policy and/or legal/regulatory
requirements; thus this specification includes system requirements to allow these
actions, but does not establish the extent to which they are used.

Description of Requirements

a. Search

RM173

The ERMS must provide a flexible range of functions that operate on the metadata
related to every level of record aggregation (file, class) and on the contents of the
records through user-defined parameters for the purpose of locating, accessing and
retrieving records and/or metadata either individually or in aggregation.

RM174

The ERMS search facilities should be integrated and should, to users, appear the
same for all levels of the classification scheme.

RM175

In the case of files, the ERMS should present seamless functionality across searches
for electronic files, hybrid files and physical files.

RM176

The ERMS must allow all record, volume and file metadata to be searchable.

RM177

The ERMS must allow the text contents of records to be searchable.

RM178

The ERMS must allow the user to set up a single search request with combinations
of metadata and/or record content.

RM179

The ERMS must allow Administrators to configure and change the search fields
including:
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o Specify any element of record, volume and file metadata, and optionally full
record content as search fields;
o Change the search field configuration.

RM180

The ERMS must provide searching tools that cover the following techniques:

o Free text searching of combinations of record and file metadata elements and
record content;

o Boolean searching of metadata elements

RM181

The ERMS should provide the free text and metadata searching in an integrated and
consistent manner.

RM182

The ERMS should provide concept searching by the use of a thesaurus incorporated
as an on-line index

RM183

The ERMS must provide for “wild card” searching of metadata that allows for forward,
backward and embedded expansion

RM184

The ERMS should provide word proximity searching that can specify that a word has
to appear within a given distance of another word in the record to qualify as a hit.

RM185

Where a graphical user interface is employed, the ERMS must provide browsing
mechanisms that provides graphical or other display browsing techniques at both the
class and file level.

ES: Classifications - Top Levels - 22 Classifications Found
Mumber / Record Details
= [ Accommodation
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: Request for accomdation help
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RE: P: Annual maintenance charged to Dept of Training ‘WA [090076-12) - Education Dept "4 (09010510
By P Annual maintenance charged to Dept of Training W (090076-12) - Education Dept WA (09071 05-10) sinc
%] Scenein Tasmaria
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RM186

The ERMS must allow searching within an electronic file (at any level in the
classification scheme hierarchy) or across files.
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RM187

The ERMS must be able to search for and retrieve a complete electronic file, or file
volume, and all its contents and contextual metadata, and render all, and only, those
entries in the context of that file as a discrete group and in a single retrieval process.

RM188

The ERMS must be able to search for, retrieve and render an electronic file by all
implemented naming principles, including:

o File name;

o File identifier (classification code).
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RM189

The ERMS must display the total number of hits from a search on the user’s screen
and must allow the user to then display the search results (the “hit list”)
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RM190

The ERMS must allow records

RM191

The ERMS should allow the metadata of any object (such as record as record,
volume, file or class) to be searched using the techniques in this section whether the
object itself is in electronic form or not, and regardless of whether the object is stored
on-line, near-line or off-line.

RM192

The ERMS should allow users to save and re-use queries.
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RM193 The ERMS should allow users to refine (i.e. narrow) searches.
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The ERMS should allow the use of named time intervals in search requests, e.g. “last

RM194 week”, “this month”.
The ERMS must allow users to retrieve files and records directly by a unique
RM195 identifier.
The ERMS should provide display formats configurable by users or Administrators for
search results, including such features and functions as:
o Select the order in which the search results are presented;
RM196 o Specify the number of hits displayed on the screen per view from the search;
o Set the maximum number of hits for a search;
o Save the search results;
o Choose which metadata fields are displayed in search result lists.
The ERMS should provide relevance ranking of the search results.
ind Records
Search Sott | Fiker |
1 F::czzd:umber ~| ™ Descending
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¢ Records - "DUGONG" in Title - 17 Records Found

v E Record Murmber Ti i [Date Created

B |3 Gare ort A g 8/20/1997
K] Sort Descending 0
b EEEAI Best Fit This Column AR
O (F99/210 Best Fit Al Columre . (7 97M004 2110419533
0 |E_|’| (399/310 (1 971004 31141999
0 399/423 Remave This Column . ] 971004 4/23/19593
O - #GE7 .. (] 9711004 B/17/19533

]l m @Iﬂﬁswm Format Columns . [ 971004 711411393
0 G99/729 Joumal of Marine Ecology - Fall .. (1 9741004 742941993

| 0 (399/806 Press Releass from the Depart.. (] 971004 8/6/1399
0 % G99/722 Phatograph of Dugang near Se... (] 971004 7/28/1993

I 0 Iﬁﬂ (399/507 Dugong Observation Dates for .. (] 971004 5/5/1999

When viewing or working with a record or aggregation (e.g. file or class) of records,
whether as the result of a search or not, a user should be able to use ERMS features

RM198 N . . ) ;
to find information about the next-higher level of aggregation of records easily and
without leaving or closing the record.
RM199 No ERMS search or retrieval function must ever reveal to a user any information
(metadata or record content) which the access and security controls
RM200 The ERMS should include the ability to control access to records based on
intellectual property restrictions, and generate charging data for such accesses.
The ERMS should be capable of supporting the integration, within the design
RM201 |architecture of ERMS, of a different search engine from the one with which it is
routinely supplied.
The ERMS must be able to search for, retrieve and list a set of electronic records
taken from many different folders, by specifying values to be searched for in
electronic record metadata or content.
“a Records - Electronic Document Type(s) is "*.doc’ - 11 Records Found
~ |C1| Record Mumber Title: € Container D ate Created
Terminatian 8/10/2004 at 7:09 AM
A
Annual Re.. 3E 8/10/2004 at 7:04 AM
@Iﬂ_] CLALSE-4 Fee for boats under 12 meter % 8/10/2004 at 7:03 AM
@Iﬂ_] CLALUSE-3 Fees far Boats aver 12 meters x 8/10/2004 at 7:01 Ak
2 W] CLAUSEA Tem of Agreement 3 841042004 at 657 AM
-@538/?14 Report to the Honowrable J Sme.. (03 9741004 741421999
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Title Rights of Anchorage Bi-annual Review
The ERMS should support saved searches which can be run with varying
RM203 |parameters, including dates and date ranges.
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The ERMS must present an integrated interface for searching both metadata and
record content.
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[ Action Tracking
[ wWiorkflow:

2

RM204

-

-

€

Ok I Cancel | Help |

B

The ERMS must allow search terms to be qualified by specifying a metadata
RM205 |element, or record content, as source.
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Search 1 Sort | Filker |

Search By
Title *ard - ||

Equal Ta
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Search Methods |;IE]

Search Methods I
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|#
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% Ay vWord
$ Document Content
$ TRIM E-mail Message Contents J
% Thesaurus Term B
% Classification Wword
Q} Scheduls Word
O Mavigste
O Tray
O Mumbers =
[ Dstes
[ User Defined Fislds
2 Archiving J
[ Locations
M Action Teackine

N

e X R S A R RS}

Ok I Cancel | Help | A
=

The ERMS must be capable of constructing searches by combining multiple terms,
from multiple sources.

Find Records

Search I Sort I Filter ]
Search By
I Thesaurus Term ~ ||
3 Thesaurus Term
!i & B arD SEA TEMPERATURES alll =
7
IF
3 | .
RM206 .
.D
? Current S election
T e o Mew | ,WI Delete Reszet —
31 Thesaurus Term is 'AIR AND SEA TEMPERATURES'
24 and Thesaunss Tem is IR AND SEA TEMPERATURES'
3/4 ::: [?;geugigliZt;:i: iz between 1272005 and 11472006
g;r; =
u
a7 (] % Cancel Open Help | él
b. Display
RM207 |The ERMS must render records that the search request has retrieved.
RM208 The ERMS should render records that the search request has retrieved without
loading the associated application software.
The ERMS should be able to render all the types of electronic records specified by
RM209 the organization in a manner that preserves the information of the records (e.g. all
the features of visual presentation and layout produced by the generating application
package), and which renders all components of an electronic record together.
The ERMS must enable the contents of any or all of the folders or records in a set of
RM210 search results to be directly displayed without requiring a further search, or reentry of

data already retrieved.
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RM211

The ERMS must routinely be able to display the content of all the types of electronic
records which it is able to capture, in a manner that:

o Shows all the features of visual presentation and layout as rendered by the

o Generating application package

o Displays all components of an electronic record together as a unit

RM212

The ERMS must provide viewing mechanisms capable of displaying all the types of
electronic records, which it is able to capture, even though the generating application
is not present.

RM213

The ERMS must support simultaneous retrieval and display of classes, folders and
records by multiple users.

RM214

The ERMS must be capable of displaying all available metadata associated with a
folder or electronic record on request.

Colamn Header

ord dugong e - O] %

Fecord Number Title -

s i
e o
-"D;

8]

o

List
Pane

] 91/8901 tManagement Strategy for Turtle and Dugong Populations

Congervation of Marine Mammals - Dugong [Manates]

Extract from Chapter 3 Marine Mammalz, Matheson C.. U:-:f_oill
k=

4

View H Current Location | The Autharity since Tuesday, 31 May 1334 at 4: 02:234—;#— glg':
Pane [ate Created Tuesday, 9 January 1990

[ ate Registered | Tuesday, 31 Map 1994
Record Mumber | 90/5742

Witle Irwvestigation of the Impact of Traditional Turtle and Dugong Hunting
oh Lang T e Yiability of Populations

Field
Cantion

[

RM215

The ERMS must be able to print all types of electronic records which it is able to
capture, and which are printable, in the same manner as they are displayed on
screen within the ERMS, without use of ‘screen-dumping’ or ‘snapshots’.

RM216

The ERMS should allow all the records in a folder or a part (which are printable) to be
printed in one operation.

c. Access Method

RM217

Organizations generally need to control access to their records. Typically, they need

to limit or permit access to specific records and files by user and/or by group of
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users. Where matters of national security are involved, they may also take users’
security clearances into account.

RM218

The ERMS must allow the Administrator to limit access to records

RM219

The ERMS must allow the Administrator to attach to the user profile attributes which
determine the features, metadata fields, records or files to which the user has
access. The attributes of the profile will:-

o Prohibit access to the ERMS without an accepted authentication mechanism
attributed to the user profile;

Restrict user access to specific files or records;

Restrict user access to specific classes of the classification scheme;

Restrict user access according to the user’s security clearance;

Restrict users access to particular features (e.g. read, up-date and/or delete
specific metadata fields);

Deny access after a specified date;

Allocate the user to a group or groups.

O O O O

O O

il Person - Abbey, Rhoda [Ms) g|

Access Controls ] Active ] Motes
General |  &ddiess | Electionic Addresses | Associations Prafile

Metwork Login

RECORDS v TRt is Accepting Logins for This User
[ Until
Ilsage Profile
™ Usze Prafile OF
Security Top Secret, Staff in Confidence, Medical in Confidence,
Cabinet in Confidence, Trusted Commercial, Research
Usger Category & dmiristrator

| Permissions o

QK. | Cancel | Help |

RM220

The ERMS must be able to provide the same control functions for roles as for users.




ANM Confidential

Description of Requirements

i Person - Abbey, Rhoda [Ms) |§|
Access Contrals ] Bctive ] rotes ] i
General ] Address ] Electronic Addresses ] Azgociations Frofile

Metwork Login
|F|ECDF|D5 W TRIM is Accepting Logins For This User

I Until

U=age Profile
I Use Profile OF

S ecurity | Top Secret. S5taff in Confidence. kMedical in Confidence.
Cabinet in Confidence, Trusted Cormmercial. Research
User Category Administrator =
Permissions Information kM anager
InFormation W orker
Ernd Uzer

Inguiry Lser
9 Custorn User F

[m] I Cancel | Help

This feature allows the Administrators to manage and maintain a limited set of role
access rights rather than a larger number of individual users. Examples of roles
might include Manager, Claims Processing Clerk, Security Analyst, and Database
Administrator.

i Person - Abbey, Rhoda [Ms) §|
Accezs Controls ] Bctive ] Motes ] i
General ] Address ] Electronic Addresses ] Agsociations Frofile

MHebwork Login
|F|EC|:|F|D5 v TRIM iz Accepting Logins for This Lser

I Unl

L=age Frofile

RM221 [ Use Profile OF
Security Top Secret. Staff in Confidence.. Medical_in Confidence,
Cabinet in Confidence, Trusted Commercial. Research
User Categaory Custom User j
| Permissions # -~
Control File Updaste Permissions
i
E - Lookup Sets 3
- User Defined Fields
- Classifications
- Schedules
- Holds
- Spaces
~ Document Stores
s Inrdexed Wanrds g
[u] . | Cancel | Help I
1]
RM222 The ERMS must be able to set up groups of users that are associated with a set of
files or records.
RM223 |The ERMS must allow a user to be a member of more than one group.
RM224 The ERMS must allow only Administrators to set up user profiles and allocate users
to groups.
The ERMS must provide an authentication mechanism which controls access to the
RM225 |[ERMS and which validates each user attempting access at the start of each user
session, linking the user.
RM226 |The ERMS should enable configuration of an access mechanism which supports
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access to the ERM system by an integrated network log.

The ERMS must allow:

o New users to be defined and identified

o Existing users to be marked as inactive, with the effect of barring that user from
subsequent entry to the ERMS

o Existing users to be deleted by an Administrator at any time

i Person - Kent, Clark (Mr.) E]
Access Controls ] Active ] Motes ]
General | Address |  Hectronic Addresses | Associations Profile
Metworc Login
KEMT W TRIMis Accepting Logins for This User
[ Until
Usage Profile
[ Use Profile OF
RM227 Temin Classified. Commercial in Confidence
User Category [Information Manager =l
| Permissions ~
[ ok ] Cancel Help
d. Presentation
The ERMS should provide facilities for the presentation of folder metadata, records
RM228 |and record metadata to a destination external to the ERMS, in a form suitable for
electronic publication.
The ERMS should support the selection and presentation of:
o Whole classes, including selected elements of class metadata and a list of folders
which that class contains
o Whole folders, including selected elements of folder metadata, and a list of record
RM229 titles which that folder contains
o Specified electronic records, including record content and selected elements of
record metadata
o Specified extracts, including record content and selected elements of metadata,
but without the record to which the extract is related.
Where the ERMS is capable of presentation of classes, folders and records, these
must be able to be rendered in one or more of:
RM230 [0 An XML format suitable for publication
o A non-proprietary HTML format suitable for publication
o An e-GIF approved format suitable for publication.
The ERMS should allow an e-mail retrieved by browsing or searching to be copied to
RM231 |a compatible e-mail application, for transmission in a manner normally achieved by
that application.
e. Audit
The ERMS must record the date and time (to the nearest minute) of declaration as a
RM232 |metadata element attached to the record; this data should in addition be recorded in

the audit trail.




ANM Confidential

Description of Requirements

The ERMS should be able to include a copy of audit trail data that is associated with

RM233 [records, parts and folders as part of the export or transfer process; and must then
exclude non-relevant audit trail data.
f. Reporting
The ERMS must provide a reporting capability, for Administrators and other
authorized users, to provide management and statistical reports on activity and
status within the ERMS.
Records Basic Page 1
Date 23/11/2005
Time 10:29:33 AM
RM234 Login Name ~ Stokes, Christo
2005/01239 Email In Date Ragistered  09/06/2005 at
Tower Software Web Seminar - Document Assembly & Annotation/Redaction
Assignee The Authority since 09/06/2005 at 10:35 AM (last 09/06/2005 at 10:36 AM)
Container 2345679-09-02: Stokes & Renk - Purchases
G04/120 Email In Date Registered  12/05/2004 at
TOWER Software Web Site
Assignee In Container '03/3 (At Home Location: The Authority)' since 12/05/2004 at 9:16 AM
Container 03/3: TOWER Software License Information
G03/1065 Email In Date Registered  28/07/2003 at
7 TAWED Qafhuiara Dartnar Bualuatian >"
The ERMS should be capable of storing standard reports requests and formats,
which can be run specifying varying parameters, but without additional design
RM235 |alteration, including parameters for:

o Specific dates and date ranges
o Specific users or groups of users

d. Support

RM236

The ERMS must be able to support the export of metadata in an XML format as
defined by the electronic records management metadata standard schema, as
versions become available through the GovTalk site (www.govtalk.gov.uk), and in
accordance with the schedule for compliance.
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Records Disposition Management

Records Disposition Management is the area of management that handles the
disposal of records. It also conducts reviews on records to ensure that certain criteria
are met before the records are disposed. This will be for both the operational and
archival records.

A fundamental aspect of records management is the use of retention schedules to
govern the removal of records from operational systems. Retention schedules define
how long the records have to be kept by the ERMS, and how they may be disposed
of.

Review is the process of checking files, once they have reached the date or event
specified by a retention schedule, to decide whether they are to be retained,
transferred to another system, or destroyed. The reviewer may consider metadata,
contents, or both. In some environments, the retention schedules are used to govern
disposition without a review.
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The disposition of certain records is subject to laws and regulations. Reviews must
be performed in a way which is consistent with these laws and regulations, and
where relevant in co-operation with responsible archival authorities.

Organizations may need to move records from their ERMS to other locations or
systems. This is referred to here as “transfer”. Note that the term transfer is used
even though only a copy is sent to the other location or system. Reasons for transfer
may include:

e permanent preservation of the documents for legal, administrative or research
reasons;

e to use outside services for the medium term or long term management of the
records.

This action often results in the records being transferred to a different ERMS
environment. Note that in some cases the records originally residing in the ERMS
will be deleted from it after transfer, while in other cases they will be retained.

In other circumstances, the organization will need to export the records, that is move
a copy to another location or system while retaining the records. In yet other
circumstances it will need to destroy the records.

In any event, the requirement is to execute the transfer, export or destruction in a
controlled manner. In all cases, the metadata and audit trails must be considered at
the same time as the records they relate to.

Description of Requirements

a. Execute Disposition Rule

RM237

The ERMS must automatically track the commencement and progress of retention
periods, on all folders and records which have been allocated disposal schedules, in
order to determine effective disposition dates.

RM238

The ERMS must ensure that the all actions required by a disposal schedule are
applied to all the contents of the folder as a whole, unless a separate disposal
schedule for one of its constituent records has been allocated, by use of a specific
record_type which allows this action.

RM239

The ERMS must always seek confirmation before implementing disposal actions.

RM240

The ERMS should seek confirmation of irreversible actions twice before proceeding.

RM241

The ERMS must ensure that all functions of the disposal management mechanism
are restricted to authorized users.

RM242

The ERMS must ensure that, in normal operational conditions, a disposal schedule
allocated to any folder is triggered by the system date, and can only become effective
in real time (i.e. that the disposal schedule cannot be triggered by artificially
advancing the current date within the disposal management mechanism).

RM243

Where the contents of a metadata field are used by a disposal schedule to determine
a disposal date, the ERMS must be capable of tracking any changes made to the
contents of that field and re-determining the disposal date once a change is made,
after initial allocation of the schedule.
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B Record Type - File Folder
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RM244

When processing a folder which is allocated a disposal schedule that uses the
opening or closing date of a part as the event type which triggers the schedule, the
ERMS must apply the disposal action to the specific part which was opened or
closed (and thereby triggered the event), and must not apply the disposal action to
any other parts in the folder, or to the whole folder.

RM245

The ERMS must be capable of identifying folders and records which have a disposal
hold placed on them, so that any disposal action is not carried out while the hold is in
force.

b. Dispose

RM246

The ERMS must seek confirmation of destruction from an authorized user as a
mandatory step in the disposal process, before any action is taken on folders, parts
or records; and enable cancellation of the disposal process at this point if
confirmation is not given.

RM247

The ERMS must ensure that any function to delete records, parts or folders on an ad
hoc basis (outside of the disposal process) is restricted to only the highest level of
Administrator.

RM248

The ERMS must distinguish between an ad hoc delete function, and the destruction
function within the disposal process, so that each can be individually and discretely
allocated to differing sets of authorized users as separate functions.

RM249

Where records are stored on re-writeable media, the ERMS must enable the
complete obliteration of records, parts, folders, and groups of folders that have been
so scheduled and confirmed, so that they cannot be restored by operating system
features or by specialist data recovery facilities.

RM250

Where records are stored on write-once media, the ERMS must prevent access to
them so that access cannot be restored by normal use of the ERMS, by standard
operating system utilities, or by any other application.

RM251

The ERMS should be capable of retaining a minimum set of metadata associated
with destroyed folders, as specified in the accompanying records management
metadata standard.

RM252

Where destruction is initiated from a higher level in the hierarchy, the ERMS should
ensure that the correct minimum metadata is retained for all destroyed folders.

RM253

Where a folder is deleted by an Administrator, the ERMS should ensure that the
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correct minimum metadata is retained; and that the Administrator has an opportunity
to enter the reason for destruction in an appropriate metadata field.

The ERMS should provide a facility for an Administrator to optionally archive and

RM254 then delete minimum metadata for destroyed folders.
Where a pointer system is used, the ERMS must maintain complete referential
RM255 |integrity following all destruction processes, consistent with all the requirements in
this section.
The ERMS must ensure that when a destruction process is applied to any record for
RM256 |which the ERMS also stores alternative renditions, all renditions of the record are
also destroyed
c. Package
The ERMS must be able to export electronic folders, folder and class metadata, all
their constituent electronic records and the record metadata, for import to another
ERMS, or for transfer to the Public Record Office for permanent preservation.
% Import/Export Wizard
ImporfExpaort \Wizard
* Select the direction to move data (Import/Expart].
* Select the relevant TRIM Context dataset
RM257
 Import
" Export
Datazet
Cancel teb | [ hew | |
Whenever the ERMS exports any class, folder, or part, the ERMS must be able to
export:
RM258 © All folders which qualify under the disposal action
o All parts in the folder(s) which are to be exported
o All records in all folders and parts which are to be exported
o All metadata associated with folders, parts and records which are to be exported.
The ERMS must be able to export whole electronic folders, and groups of folders,
and all associated records in one sequence of operations, such that:
o The content and appearance of the electronic records are not degraded
o All components of an electronic record, when the record consists of more than
one component, are exported as an integral unit; for example, an e-mail
RM259 © Message with associated file attachment
All metadata associated with an electronic record is clearly linked to the record to
which it belongs, so that the correct metadata can be re-associated with the
correct record in the receiving system
o All structural links between records, parts, folders and classes are retained in
such a way that the structure of all linked components qualifying for export can be
re-built in a receiving system.
The ERMS must be able to export and transfer records that are associated with more
than one folder, where this is achieved by means of a pointer, ensuring that:
RM260 |0 In a folder to be exported, a physical rather than virtual instance of the record is

exported, resulting in an exported record not an exported pointer
o In a folder that is not to be exported, the evident association of the record with
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that folder, and access to the content of the record, remains unaltered
o Where associated with two or more folders qualifying for export, all associations
between the record and all exported folders are retained in the exported data.

RM261

The ERMS should be able to include a copy of audit trail data that is associated with
records

™ Record Type - File Folder

Electronic | UserFields | Form | Blusprint | Access Controls | Motes | Active |
General I | mMenu Audit | Defauts | workfowsacton | Mumbering
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Document Published
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Signature Werified

Signature Failed Werification
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oK | Cancel Help

RM262

The ERMS must be able to export metadata for folders

RM263

The ERMS must be able to support the export of metadata in an XML format as
defined by the electronic records management metadata standard schema

RM264

The ERMS must also be able to export records:

o In their native format, or a current format to which they been migrated and in
order of preference:

o Inan XML format which falls within the UK e-GIF framework, where possible

o In a rendition, which is consistent with the range of formats currently specified in
the e-GIF set, where an XML format is not available.

RM265

Such renditions may be achieved by:

o Capturing an appropriate rendition as part of the record capture process

o Rendering the record as part of the export process

o Exporting directly to another package, which is capable of rendering the record
within a controlled environment.

RM266

The ERMS must be able to export all types of records which it is able to capture

RM267

The ERMS should be able to export all folders

RM268

The ERMS must produce a report detailing any failure completely to export or
transfer any element of electronic records

RM269

The ERMS must enable folders

RM270

The ERMS must support a two-stage transfer process, consisting of:

o Export of qualifying folders, part and records from the system

o Subsequent destruction of the exported folders, parts and records following
confirmation of export

RM271

The ERMS must retain intact all electronic folders, parts and records that have been
exported in the transfer process, at least until confirmation of a successful export (i.e.
pause the second stage of the process until confirmation of successful import to the
recipient system following the first stage).

d. Audit

RM272

The ERMS should be able to include a copy of audit trail data that is associated with
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records, parts and folders as part of the export or transfer process; and must then
exclude non-relevant audit trail data.

In particular, the ERMS must be capable of recording information in the audit trail

about the following events:-

o Re-allocation of a disposal schedule to an object, identifying both previous and
reallocated schedules

o Separately, deletion or destruction actions carried out on an electronic folder or
electronic record, by all users including an Administrator.

B Record Type - File Folder

Electromnic ] User Fields | Form | Blueprint ] Access Controls ] MHotes ] Active ]
General | Menu Auadit I Defaults | “workfow/action | Mumbering |

Tag any svents that wou want written to the active audit log:

Ewvent Type ~

Y ~:cignee Changed
Home Location Changed
Owerer Location Changed
RM273 Contac Remmaved
Document “fiewead
Document Checked Out
Document Extracted
Document Replaced
MNew Docurment B evizion Added
Document Returned Unchanged
Document Remowved
Document Attached
Document Published
Disposition Changed
Signature Created
Signature Attached
Signature “Yerified
Signature Failed Werification
Security Profile Changed
Retention Schedule Reviewsd -~
Ok I Cancel Help
|

ERMS should be able to export an audit trail, or parts of an audit trail, for specified

RM274 |electronic records, electronic folders and groups of folders, in such a way that the
exported data can be stored as a record.

e. Reporting

The ERMS must support reporting and analysis tools for the management of

retention and disposal schedules, including:

o Folders and records with disposal schedules which will come into force over a
given period of time, providing quantitative reports on the volume and type of
records

o Statistics of review decisions made over a given period a list of all disposal
schedules that are currently defined in the disposal schedule rule base

RM275 o Alist of all classes and electronic folders to which a specified disposal schedule is
currently allocated

o All disposal schedules which are currently allocated to a class, groups of classes,
or group of folders

o All disposal schedules which are currently allocated to a record created as a
specific record_type

o A list of all folders for which a specified disposal action will be required over a
given period

The ERMS must be capable of producing reports documenting the outcome of the

RM276 |export process which list classes and folders successfully exported as a record of a
specific export action.
RM277 The ERMS must be capable of producing reports documenting the outcome of the

destruction process, which list classes and folders successfully destroyed.




ANM Confidential

Acquisition Management

Acquisition Management is the area where records acquisition are planned, executed
and monitored to ensure compliance to the ANM’s Act for the purpose. Acquisition
Management involved the three main functions that is :

i) Ingest
ii) Index
iii) Import and Export Package

Description of Requirements

a. Ingest

There will be a continuum of processes needed for each project / collection with

which we deal. Regardless of ingest mechanism, the process will include:

o Analysis of a test file, to determine:
= whether standard format
= if not, what cross walking or pre-processing might be needed

RM278 = getting default element values if important values missing

o Setting up, with the project / collection technical staff, a regular method for
updating

o Automated and manual processes to track file movements, handles, ingest of
files, testing and ongoing sampling of data (probably a separate database will be
needed for this)

Processes we set up will necessarily need to be somewhat manual at first, but should
RM279 |be designed to ramp up to automated management of large files, using similar
strategies and structures.

b. Index

Use the complete title of the database as it is most widely known. This title should

RM280 serve to distinguish this database from all other databases owned by the agency.

At minimum, record the name of the office or work unit at the specific level within the
RM281 |organization's hierarchy that has responsibility for the contents of the database -- the
database owner.

It is highly recommended that the full, hierarchical name of the owner be used. As
per the example, such a name begins with the top level agency, followed by the
RM282 |immediate subdivision, followed by the next subdivision of the first, until the actual
work unit is reached. Each name in the hierarchical chain is separated by a forward
stroke ("/").

The contents of this field should contain enough descriptive information to enable the
RM283 |reader to determine whether or not the database warrants contacting the owner for
further information.

The abstract may include (but is not limited to) a discussion of the information
RM284 |(content (including data coverage, persons, events, and topics), forms of information,
time span, and geographical coverage.

c. Import and Export Package

The Transfer of the package will be in three different environment:
o Online.

o Offline.

o Online Real Time.

RM285

The ERMS must be able to export electronic folders, folder and class metadata, all
their constituent electronic records and the record metadata, for import to another

RM286 ERMS, or for transfer to the Public Record Office for permanent preservation.
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v Import/Export Wizard

ImporyExpornt Wizard

* Select the direction to move data [Import/E xport).

* Select the relevant TRIM Context dataset.

Dataset

Lancel Help | Mext | |

RM287

Whenever the ERMS exports any class, folder, or part, the ERMS must be able to
export:
o All folders which qualify under the disposal action
All parts in the folder(s) which are to be exported
o All records in all folders and parts which are to be exported
o All metadata associated with folders, parts and records which are to be exported

RM288

The ERMS must be able to export whole electronic folders, and groups of folders,

and all associated records in one sequence of operations, such that:

o The content and appearance of the electronic records are not degraded

o All components of an electronic record, when the record consists of more than
one component, are exported as an integral unit; for example, an e-mail

o Message with associated file attachment
All metadata associated with an electronic record is clearly linked to the record to
which it belongs, so that the correct metadata can be re-associated with the
correct record in the receiving system

o All structural links between records, parts, folders and classes are retained in
such a way that the structure of all linked components qualifying for export can be
re-built in a receiving system.

RM289

The ERMS must be able to export and transfer records that are associated with more

than one folder, where this is achieved by means of a pointer, ensuring that:

o In a folder to be exported, a physical rather than virtual instance of the record is
exported, resulting in an exported record not an exported pointer

o In a folder that is not to be exported, the evident association of the record with
that folder, and access to the content of the record, remains unaltered

o Where associated with two or more folders qualifying for export, all associations
between the record and all exported folders are retained in the exported data

RM290

The ERMS should be able to include a copy of audit trail data that is associated with
records

RM291

The ERMS must be able to export metadata for folders

RM292

The ERMS must be able to support the export of metadata in an XML format as
defined by the electronic records management metadata standard schema

RM293

The ERMS must also be able to export records:

o In their native format, or a current format to which they been migrated and in
order of preference:

o In an XML format which falls within the UK e-GIF framework, where possible

o In a rendition, which is consistent with the range of formats currently specified in

the e-GIF set, where an XML format is not available.
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Description of Requirements

RM294

Such renditions may be achieved by:

o Capturing an appropriate rendition as part of the record capture process

o Rendering the record as part of the export process

o Exporting directly to another package, which is capable of rendering the record
within a controlled environment.

RM295

The ERMS must be able to export all types of records which it is able to capture

RM296

The ERMS should be able to export all folders

RM297

The ERMS must produce a report detailing any failure completely to export or
transfer any element of electronic records

RM298

The ERMS must enable folders parts and records to be exported more than once.

RM299

The ERMS must support a two-stage transfer process, consisting of:

o Export of qualifying folders, part and records from the system

o Subsequent destruction of the exported folders, parts and records following
confirmation of export.

RM300

The ERMS must retain intact all electronic folders, parts and records that have been
exported in the transfer process, at least until confirmation of a successful export (i.e.
pause the second stage of the process until confirmation of successful import to the

recipient system following the first stage).

Records Organization

Once the record have been appraised and captured, it would then need to be
organized. This is where records are registered, descriptions of the records are
captured and the records are classified according to the specified classification
schemes. Finally, the records are secured by means of encryption or any other
means to ensure its authenticity, integrity and reliability are not compromised. This
process will need to happen both within Arkib Negara Malaysia as well as within the
public office.

Within the public office, the records management system would need to provide the
functionalities as described above. At the point of disposal, records that have been
identified as archival value records will then be transferred to Arkib Negara Malaysia
through a disposal process while records that are not of archival value will be
disposed with the permission from Arkib Negara Malaysia.

Within Arkib Negara Malaysia, the organization of archival value records takes a
different perspective. They will be organized based on Arkib Negara Malaysia’s
archives management classification scheme.

Standard on Metadata Elements and Refinements is required to define the elements,
refinements and encoding schemas to be used by the Government employees when
creating metadata for their information resources or designing search systems for
information systems.

Once records have been organized, it is stored. In the process of appraisal, organize
and store, the metadata or these descriptive information is being captured at all
times. For example, during the capture process, the record creation date, the
purpose of the creation and etc. is captured. This metadata information would mainly
be generated or updated within the public office environment when the records are
used and a number of subsequent transactions would normally occur. Within Arkib
Negara Malaysia, the metadata would typically contain information regarding to the
preservation activities of the particular record.
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Metadata and Classification Scheme

The Electronic Records Management System (ERMS) must support and be compatible
with the Public Office’s classification scheme.

The ERMS must be able to support a classification scheme, which can represent files as
being organized in a hierarchy with a minimum of three levels. Three levels are
suggested here as a minimum; more levels will be needed in some environments.

The ERMS should not limit the number of levels in the classification scheme hierarchy.

The ERMS must allow the naming mechanism(s) to be defined at configuration time.

The ERMS must support the initial construction of a classification scheme at
configuration time in readiness for the capture or importation of electronic records.

When the ERMS is designed to employ a graphical user interface, it must support
browsing and graphical navigation of the files and classification scheme structure; and
the selection, retrieval and display of electronic files and their contents through this
mechanism.
Humber / Reccrd Detal: Ta
1= i Himan Rescuce Management
<1l Human Rezoics Wanagament - Sialf Devalopmark
. E Human Fesouece Management - S1aif Davelopment - Shidy dssatance

8 Human Fasouica Managsment - Stall Devaloamenl - Siudy Assittance - rbaind 2004-2005

B Hursan Resouice Managaimenl - Stall Devakpmant - Sty ssistance - |nbaingl 2004-2005
+ L Insivance and rebenhons v

The ERMS should support the definition and simultaneous use of multiple classification
schemes. This may be required, for example, following the merger of two organizations.
It is not intended for routine use.

The ERMS should support a distributed classification scheme, which can be maintained
across a network of electronic record repositories.

ES: Select From Classifications - Term Prefix

Classifications |
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# B8 Accommodation - Domestic - Singapore
+ B8 Accommodation - Domestic - General Search By
+ B Accommodation - Domestic - Acquisition
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+ B8 Accommodation - Industial - General
+ B Accommodation - Industrial - Acquistion
+ BB Accommodation - Industrial - Rental @ search by Classification Term Prefix
+ [ Accommodation - Office | |
+ B8 Accommodation - Office - General
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# BB Accommodation - Office - Rental " Search by Classification word
+ () Accounting
+= B8 Accourting - General
+ B Accounting - Accounting Automatic
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n

Mame Accommadation
Record Securty | [Mo Security Level]

g | Sooommodstion I~ Show ClassiFications that ars nok in use

oK I Cancel Help
[i[3 Cancel | Semch | Help |/J
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The ERMS must support the initial construction of a business classification scheme
within the ERMS, in preparation for the creation of folders and before the receipt of
electronic records.

10.

The ERMS must allow an authorized user to add new classes to the classification
scheme, except where folders have already been created under an existing class; in
which case, the ERMS must be capable of preventing the addition of new descendant
classes to that existing class.
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EZ Create New L ower Level

General I Mumbering | Motes | Access Contrals | Active |

Parent Classification:
HL.010/: Staff Developrment
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Horme Location
Ovarer Location
Retention Schedule

Claz=s
Corporate ﬂ

Default Record ficcess |
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11.

The ERMS must not, by its own architecture or design, impose any practical limit on the
number of classes that can be created at any point within the classification scheme, or
within the entire ERMS.

12.

The ERMS must enable a whole class, including all classes, folders, parts, and records
which fall under that class, to be relocated to another point in the classification scheme,
retaining a history of their status prior to re-classification in metadata elements.

13.

The ERMS should enable an authorized user to mark an empty class as inactive and
prevent any new folders being allocated to that class and its descendant classes.

14.

The ERMS should allow an Administrator to delete an empty class.

15.

Where the ERMS allows deletion of a class, it must prevent deletion of a class that is
not empty, until such time as all folders in that class, and its descendant classes, have
been disposed of, and all minimum metadata retained following destruction of folders
has been deleted

E-File Plan

16.

The Electronic Records Management System (ERMS) must support metadata for files
and classes in the classification scheme; and after a record has been captured, ERMS
must restrict the ability to add to or amend its metadata to Administrators.

17.

The ERMS must provide at least two naming mechanisms for electronic files and
classes in the classification scheme.

18.

A mechanism for allocating a structured numeric or alphanumeric reference to each
electronic file.
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E? Create Néw Lower Level
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19. A mechanism to allocate a textual file title for each electronic file.
20 The ERMS must allow Administrators to add (open) files at the lowest level of any class
' in the classification scheme.
21. The ERMS must record the opening date of a new class or file within the file’s metadata.
Whenever a new class or file is opened, the ERMS must automatically include in its
22. metadata those attributes, which derive from its position in the classification scheme
(e.g. name, classification code).
The ERMS should support an optional class and file naming mechanism that is based
3 on controlled vocabulary terms and relationships drawn from an ISO 2788-compliant or
' ISO 5964-compliant thesaurus and the linking of the thesaurus to the classification
scheme.
The ERMS should support an optional class and file naming mechanism, which includes
24. names (e.g. persons’ names) and/or dates (e.g. dates of birth) as file names, including
validation of the names against a list.
o5 The ERMS must not impose any practical limit on the number of classes or files which
' can be defined.
26 Tfh]?I ERMS must allow the automatic creation and maintenance of a list, or repersitory,
of files.
57 The ERMS must allow both naming capabilities to be applied separately or together in
' the same application at the same time.
o8 The ERMS must allow the pattern of naming used by the naming capabilities to be
) configured by an Administrator.
29 The ERMS must allow repetition, at different points in the classification scheme, of a
' class text name, which represents only one segment of the class name.
30 The ERMS must ensure that the complete text name of each class (all segments of the
] name) is unique within the file plan.
31 The ERMS should support a capability to import a structured assembly of classes and
' their metadata from an existing classification scheme or file plan in a bulk operation.
30 The ERMS should support inheritance of metadata by lower levels of the classification

scheme so that, by default, a change in the attributes of a class may be reflected in the
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inherited attributes of all classes descendent from that point in the scheme (retrospective
inheritance).

Cabinet / Folder Management

33.

The Electronic Records Management System (ERMS) must enable recording of the
opening date of a folder, which is a different attribute from, and may be chronologically
earlier than, the physical creation date of the folder; this date is to be actively used by
disposal functionality. The opening date should automatically be defaulted to the
creation date, but must be amendable by an authorized user.

34.

The ERMS must be capable of configuration so that the ability to create new folders
within an existing class can be controlled according to user role.

35.

ERMS must be able to close a folder and ensure that no new records or parts can be
added to that closed folder, whilst leaving unchanged the ability to retrieve and view
those records already added.

36.

The ERMS must be able to restrict the ability to close a folder to an authorized user.

37.

The ERMS must automatically record the closing date of the folder and this date is to be
actively used by disposal functionality.

38.

The ERMS must allow an authorized user to open a previously closed folder for the
addition of records and the creation of a new part if necessary; and subsequently to
close that folder again; this action will not automatically change the closing date of the
folder held as a metadata attribute.

39.

The ERMS must ensure that a folder (which may be segmented into parts) can only
contain electronic records (and markers representing physical records where used).

40.

The ERMS must prevent the destruction or deletion of an electronic folder and any of its
records and metadata at all times, with the exceptions of:

e Destruction in accordance with a disposal schedule

e Deletion by an Administrator as part of an audited procedure

41.

The ERMS must allow an electronic folder or group of folders, and all parts and records
which fall under that folder or folders, to be re-classified, by an authorized user, to a
different point in the classification scheme, and should retain a history of their location
prior to re-classification.

42.

The ERMS must ensure that all electronic records and part(s) remain correctly allocated
following the relocation of a folder or group of folders, so that all previous structural links
between records, parts, and folders are retained.

43.

The ERMS should allow all relevant folder and record metadata attributes which are
determined by the point in the classification scheme (including those determined by
inheritance) to be, optionally, automatically updated following the re-location of a folder.

44,

The ERMS should allow an authorized user to add the reasons for reclassification of a
class, folder or record to the item(s) reclassified, once for all those re-classified in one
operation.

45.

The ERMS may support the creation of relational links between folders, which are

classified in different parts of the scheme or file plan.

Organization and Use: This component includes the logical structuring of stored
documents and associated information (naming, profiling and describing), the
management of the filing and file handling process, the retrieval of information by end
users based on pre-established indices and the ultimate usage of the information
(viewing, editing, printing, etc).

File Classification System: Provides the capability to organize and classify both
electronic and non-electronic information within a structured subject file classification
hierarchy based on function and subject.
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Description of Requirements

RM301 |File classification scheme — The system shall support pre-defined file classification
schemes in hierarchical structure with at least 4 levels.
RM302 |Classify information — The system shall provide the capability to classify information for

documents and files and capture file titles and numbers in hierarchical structure with fill
file number validation.

RM303

Add, modify and delete file numbers/titles as a single set — A designated individual
shall be able to add, modify and delete file numbers/titles as a single set and globally
including prompts to confirm the action and messages if the action will affect other
levels in the hierarchy or other related records.

RM304

Transfer to central database - The system provides the capability to transfer the file
classification scheme and all associated data from a local RMS site to a central file
classification database.

Import/Export Wizard

ImporyExpornt Wizard

* Select the direction to move data [Import/E xport).

* Select the relevant TRIM Context dataset.

" Export

Dataset

Lancel Help | Mext |

Description of Requirements

RM305

Restrict creation - The system shall provide the capability to restrict the creation of new
files to designated individuals.

Default Record Access |zl@@

Access ]

Security Lewel
|[No Security Level] -
&Ackive Security Caveaks
Access Controls
| Access To | Dretails | Copy Style
Wiews Document Evernpone Mot Referenc
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Update Document Ewerpone Mot Referenc
Update Record Metadata Ewernyone Mot Referenc
Faodify Record Access Ewernyone Mat Referenc
D estrow Record Everpone Mat Referenc
Contribute Contents Mot Feferenc
< >
Everyone Privake | Cuskom |

Ok I Cancel | Help | .
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Description of Requirements

RM306

File description - A designated individual shall be able to establish a description of
each file including title, description, function/activity, organization, cross-reference
number, subject officer, physical location and recording medium and more detailed or
deferring information at the different file levels or for volumes and enclosures including
file title, keywords, previous file number, cross-reference number and file dates (open,
closed), vital record identifier and status, security level, warning message, and
retention period, disposal action and disposal authority.

Profiling: Provides the capability to associate document metadata to both electronic
and non-electronic documents. This shall also include the capability to profile other
media such as microfilm, video, film, etc.

Description of Requirements

RM307

Core Document Metadata Schema - The system shall provide the capability to define a
specific set of document metadata fields and their associated values, which shall be
common to all document metadata Schema used by RMS and to restrict the update of
metadata to a designated individual.

RM308

Document & User/group metadata - The system shall provide a facility to build,
maintain and manage the metadata associated with individual documents and each
RMS user.

RM309

Importing user metadata — The technical architecture allows user metadata to be
populated within RMS by importing relevant data from automated user accounts files
maintained for LAN or e-mail administration.

RM310

Profiling non-electronic documents — The user shall be able to profile non-electronic
documents including title, file number, keywords, topic, sender, addressee, related file

number, date of document, and date of receipt.

Document Metadata Updates and Values:

Description of Requirements

RM311

Automatically capture and provide metadata - The system shall provide the capability

to capture and provide core document metadata automatically.

Full-Text Indexing:

Description of Requirements

RM312

Indexing - The system shall provide a mechanism to index the text of stored electronic
documents in a real-time mode, on a timed "batch processing basis", or upon system

administrator request.

Global Modifications:

Description of Requirements

RM313

Global changes to metadata — A designated individual is able to perform global
changes to the document metadata based on modifications to values within the file
classification system, the removal or amendment of keywords, the removal or
reassignment of system users (e.g., authors) or the removal or re-assignment of

business functions.
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Filing: Provides a facility, which enables users to file documents and associated
document metadata within a selected document repository.

Description of Requirements

RM314

Option to file - The user is provided with the option of filing a document in a selected
document repository or filing it in the user's work space (outside the RMS
environment).

RM315

Personal repository access list - The user is able to create a personal list of
repositories to file into and from which documents can be viewed and/or retrieved.

Matching document metadata schema to repository - The system provides the user
with the document metadata schema, on the profiling screen, that matches the
selected repository.

General
Title [Free Texst Part] |
¥

Author v | &
RM316 Addreszes &

D ate Created ]

Docurnent Type® hdll=3

Container v |

Aszignee hll=2

QK | Cancel | Help él

RM317 Insertion of file number/titte — The user is able to insert (copy/paste) a selected file

number/title into the authoring tool that is currently using the RMS capability.

RM318

Cross-referencing — The user is able to cross-reference a document to more than one
file number.

RM319

Restricting access rights across the bureau or department - The system provides
facilities to ensure that "write and modify rights" shall be restricted to designated
individuals.

Access Controls
| Access To | Detailz
Wiew Document fadzuan
Yiew Metadata Everyone
Update Document fadzuan
Update Record Metadata fadzuan
Modify Record Access fadzuan
Destrop Record fadzuan
Contribute Contents fadzuan
<] EY
Bypass Record Type access contral references [
Everyvone I Container ] Private | Cuskom |

0K | Cancel J Help |
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Description of Requirements

Drill-down capability - The system shall provide the capability to navigate the file
classification scheme or file repository using a drill-down method. The drill-down
method shall also permit horizontal navigation without having to go back to the top of
the hierarchy and the ability to populate the file number/title document metadata fields

with a "select and click".

I | Humber | Recoed Dietails
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+ L Insrancs and mhenbons

Retrace navigation - The system provides the capability to navigate the file
classification scheme and file repository by retracing the drill-down path and by a "pop-
to-top" from anywhere in the structure.

I | Humber / Recosd Detals
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Managing the Filing Process:

Description of Requirements

RM322

Viewing the file classification scheme and file repository - The system shall allow each
user to view either the full file classification scheme and file repository or only a specific
selection of file titles/numbers as an individualized custom view.
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Mumber / Fecord Details
=t () Accommodation
i = [ Accommodation - Domestic
#-B8 Accommadation - Domestic - Singapore
= @Accummudauun Dumes - General

= ﬁ Accommodation - Domestic - General - Tasmania
@ agreement
N @ RE: P Annual maintenance charged ta Dept of Training Wi [090076-12) - Education Dept Wi (0901 05-10
L L BBy Pwh Annual maintenance charged to Dept of Training “wia [090076-12) - Education Diept \wia, (0901 05-10] sin

L“] Scene in Tasmania

< 2 A B T | s
Assignes Adrninistration 5 ection since Friday. 11 Mavember 2005 at 12:04 PM

D ate Created 01/05/2003 at 10:16 &k

RM323

Third party filing — The user shall be able to file documents directly or to designate the
document as a "file-and-send" for filing by a designated individual.
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Description of Requirements

Reserve and charge out of paper files & attachments — The user shall be able to
RM324 [reserve and charge-out paper records, volumes and other secondary storage
containers, with automatic client look-up and capture.

Automatic calculation of recall dates - The system shall perform automatic calculation
of recall dates for charge-outs with the ability to override.

81 Reguest Record - 2005 /01406

Record Request ] Motes ]
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Bring-up (BU) — A designated individual shall be able to BU files, volumes, enclosures,
and/or documents to be sent to users on a specified date. Although multiple users can
request a BU for an item on a specific date, only one request for this item can be
granted for modification/editing.

81 Request Record — 2005 /01406

Fecord Reguest ] Motes ]
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File labels — A designated individual shall be able to generate labels (single or multiple)
RM327 |for physical files, volumes, enclosures and secondary storage containers, when
requested, or automatically upon creation of the file/volume, etc.

Retrieval: Provides a retrieval facility that allows the user to access information.
This module allows users to perform requests and retrieve documents in an intuitive
manner from one or more selected repositories.
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Description of Requirements

Multiple repository search — The user is able to select one or more document

RM328 |repositories prior to invoking a document search and to present the search results from
the selected repositories in a combined manner showing the source repository.
Matching document metadata schema to document repository - If the selected

RM329 |repositories do not use the same document metadata schema, then the document
metadata schema shall default to the "Core Document Metadata Schema".

Bureau or department-wide repository access rights - RMS provides facilities to ensure
that "read, write and modify rights" are restricted to designated individuals.
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RM331 Document metadata search — The user shall be able to search by one or a combination

of any document metadata field profiled, including text descriptions.
Full-text search — The user shall be able to search on document contents. Text
retrieval capabilities of the system shall include intelligent search, such as Boolean and
fuzzy search. All searching shall be case insensitive as default, while also allowing
case-sensitive searches.
Document Content E|
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Thesaurus Search: Demonstrates the capability of integrating a thesaurus (custom
built or commercially acquired) within the search engine. This capability includes the
ability to:

Description of Requirements

Simultaneous thesaurus search in English or Bahasa Malaysia— The user is able to
perform thesaurus searches on the contents of documents using either Bahasa

RM333 . . . . . .
Malaysia or English terminology. This could include the execution of separate searches
using either a Bahasa Malaysia or English interface.
Selecting thesaurus terms - The system provides the ability to select a term in either
Bahasa Malaysia or English. A single search would then be performed using the terms
provided.
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Retrieval Presentation:

Description of Requirements

RM335

Retrieval of document(s) - The technical architecture shall provide a facility to retrieve
electronic documents and associated attachments from any document repository (or a
collection of documents) managed by RMS informing user of location of document (e.g.
online, offline, etc.)

RM336

View without launching — The system shall include the capability to view electronic
documents without launching the native or originating application.
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Description of Requirements
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Hit list - The system allows the user to view, retrieve or print electronic documents from
RM337 . -
a customizable hit list.
Attached/Linked Documents — The user is able to select and retrieve one or more

documents from an attached/linked multiple electronic documents (a single "virtual
document”).

¥ Relate Records To - 1
Relationship Tvpe
|Related ko _Y..j
Build up a list of Records to relate

] Record Mumber Title

RM338

Search
ith Record el |

oF | Cancel | Help |

Most recent version of document - The system shall provide a mechanism that ensures
that the default retrieval strategy shall always retrieve only the most recent version of a

RM339 . - . .

document. The system shall provide a facility for the retrieval of any or all earlier

versions of an electronic document as requested by the user.

List of last edited/profiled documents - The system shall provide each user with a list of

RM340 |the most recently edited or profiled documents at the desktop.
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Description of Requirements
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Check-in/Check-out and Editing of Electronic Documents:

Description of Requirements

RM341

Checking-in/out documents — The user shall be able to check-in and check-out
electronic documents.

RM342

Block from editing — The system shall prevent other users from modifying a checked-
out document but allows viewing access by those users.

RM343

Notification - The system shall provide notification, when a user attempts to access a
file that has been checked-out.

RM344

Check-in without launching - The system provides the capability to check-in a
document without having to launch the native application.

RM345

Application of choice — The system allows the administrator to specify a default
"application, and its version, of choice" for editing sessions, where a file format is
supported by multiple applications (e.g. *.BMP is supported by a number of graphics
editors).

RM346

Launching a second document - The system shall provide the capability to open
additional documents into an existing instance of an application (e.g. if MS Word is
launched by a retrieved file, a second file shall simply add another document window to

MS Word and not start another copy of the application).

Storage and Protection

Once records have been organized, it is stored. The storing process involves records
to be kept in a digital repository. The digital repository used must ensure that the
media used, content, context and structure of the records are always reliable so that
the records that are accessible in its original state maintaining its content, context
and structure as well as its integrity and authenticity. This is done via a quality control
process of continuously testing the media and the content for reliability. If for any
reason the media or the content is suspected to have degraded, then a migration
needs to take place to move these records onto a new media.

Record Management System (RMS) shall provide automated facilities to store and
protect documents, document indices, document metadata, other associated
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metadata and all other information required to manage information in RMS. The
storage facility must be flexible, expandable and scalable.

Repositories:

Description of Requirements

RM347

Centralized and multiple repositories — The technical architecture shall provide, apart
from a centralized repository, multiple repositories to store all documents, attachments
and document metadata. These repositories may be physically located in different
buildings or locations.

RM348

Replicated repositories — The technical architecture provides replicated repositories,
which are duplicates of a repository that can be distributed to different geographical
locations.

Classes of Storage:

Description of Requirements

RM349

Active and inactive storage — The system shall provide a mechanism to allow
immediate access for documents, attachments and associated document metadata
and document indexes in active (daily/constant) functional use (active-online);
secondary storage for documents and attachments that are no longer in constant use
but may be required from time to time (active-offline); and secondary storage for
inactive documents and attachments that are no longer in constant use but may be

required at some future time (inactive).
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Vital Records:

Description of Requirements

RM350

Replicating vital records — The system shall provide the capability to replicate vital

records onto other storage media for off-site transfer.

Storage Format:

Description of Requirements

RM351

Native storage format - The system shall retain documents in the native or originating
format and software version.

RM352

New software versions — The system shall automatically update the document
metadata to reflect the new software version when a document has been saved to a

new version.

User/Group Profiles:

Description of Requirements

RM353

Individual user profiles - The system shall provide an individual profile for each RMS
user and a facility for managing "permissions" associated with read, write, modify,
delete, and disposal rights and restricting those permissions to designated individuals.
Controls all permissions at the group, document and file classification scheme level.

il Person - Abbott, Peter (Mr) E]
Access Controls | Active | Hotes |
Gieneral I |  Addiess | Electionic Addiesses | Associations Frafile

Sacuri by Top Secret. Staff in Confidence, Medical in Confidence.
Cabinet in Confidence, Trusted Cammercial. Research
~

e

oK. | Cancel | Helw |

RM354

Individual profile inheriting metadata - The facility shall be constructed such that an

individual profile shall inherit some characteristics of parent organization/group profiles.

Security:

Description of Requirements

RM355

The system should provide a strong encryption feature for meeting the requirements
for handling of Government classified information.

RM356

Integrity — The system and technical architecture of the RMS should have its own self-
contained security system and shall protect the integrity of information within the RMS
environment throughout each stage of the life cycle.

RM357

Security audit log - The system shall provide an audit log showing changes made to
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the security parameters.

RM358

Protection against unauthorized access — The system shall secure and/or hide from the
end user, the user ID and password information used for access to RMS and prevents
unauthorized access to all system tables.

RM359

Password level security - The system shall use the same password facility as the LAN.
RMS shall not impose the use of additional passwords to gain access to the system.

Retention and Disposal

This is the area that handles the disposal of records. Reviews are conducted on
records to ensure that certain criteria are met before the records are disposed. This
will be for both the operational and archival records. The Records Disposal
Management is responsible to ensure that the disposal process is carried as required
by ARKIB Negara Malaysia’s policy and that the appropriate destruction process is
applied for records that can be destroyed. As for the records that are of archival
value, prior to transferring to Arkib Negara Malaysia, these records are ‘packaged’
according to the ARKIB Negara Malaysia technical requirements to ensure that these
records can be maintained in the archives management system for future access by
the public.

Schedules:

Description of Requirements

RM360

Retention and disposal schedules — A designated individual shall be able to create,
maintain, modify and manage retention and disposal schedules indicating the period of
time documents are to be retained in an active and inactive state; and to create,
maintain, modify and manage a listing with instructions for the authorized disposition of
documents such as destruction, transfer to another government institutions (such as
the Public Records Office), or transfer outside government.

Application:

Description of Requirements

RM361

Association to document metadata — The system shall link the retention period and
disposal action, through the file classification scheme, to the document metadata of
any document or file.

RM362

Changing defaulted document and file designations — A designated individual shall be
able to change defaulted retention and disposal designations for individual documents
and files at any level of the file classification scheme in order to support disposal
exceptions.

RM363

Changing record status - The system shall provide on-line assistance and an enabling
mechanism to change record status between active, inactive and archival storage.
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Description of Requirements
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RM364

Information on inactive and archival storage — A designated individual shall be able to
capture and manage information including record metadata for bulk secondary storage
(e.g. boxes, digital media and canisters), including container number, title, location, list
of records in container, related files and related volumes (if applicable).
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RM365

Bulk unload and load — A designated individual shall be able to migrate or copy an
entire repository or portions of a document repository to other RMS document

repositories.

Authorized Destruction of Records:

Description of Requirements

RM366

Identifying records for destruction - The system shall provide a means to identify all
official records due for destruction, within the workgroup according to their authorized
disposal schedules.

RM367

Deleting records — The system shall provide a means to delete a record and its
attachments from all repository media (including removable media) such that the

record and its attachments cannot be reconstructed.
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Description of Requirements

RM368

Removing indexing information — The system shall provide a means to remove all
indexing information pertaining to a destroyed document from Active or Inactive
indexes including document metadata and full text indexes.
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Auditing and reporting

Description of Requirements

Maintenance of file history — The system shall maintain charge in/out history for files,

RM369 i

volumes, documents and secondary storage containers.

Statistics/Management information - The system shall provide the capability to compile
RM370 statistics and produce management information such as the number of times a

document is accessed/processed/updated as well as the number of documents
accessed by organizations/groups.

Document Activity Log: The system maintains a Document Activity Log/Audit Trail
that records and provides information on all information transactions.

Description of Requirements

RM371

Revisions to documents — The system shall maintain and provide reports on revisions
to documents, access to documents, and changes to document status.

Interface and Desktop Design

Description of Requirements

RM372

Interface — The technical architecture shall provide a Graphical User Interface (GUI)
interface or a web-enabled interface.
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RM373

Personalized desktop — A designated individual shall be able to use a tool-set for
customization of the desktop and document metadata fields. As a minimum, this shall
include the ability to hide or display document metadata fields, add coded buttons and
size windows.
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On-line Help Facilities:

Description of Requirements

RM374

Revising on-line help — A designated individual is able to access, revise or make
additions to on-line help facilities. This includes the capability to load, maintain and

retrieve custom process rules pertaining to using and administering RMS.

Language Requirements:

Description of Requirements

RM375

Bahasa Malaysia- All software applications, utilities, viewers, drivers, APIs, etc. that
deal with text shall be capable to change to Bahasa Malaysia.

Date Configuration:

Description of Requirements

RM376

Year 2000 compliance — The system shall conform to Year 2000 standard and
requirements, meaning that neither performance nor functionality is affected prior to,
during or after Year 2000. In particular, the system shall fulfill the following-

No value for current date will cause any interruption in operation;

Date-based functionality much behave consistently for dates, prior to, during and after
Year 2000;

In all interfaces and data storage, the century in any date must be specified either
explicitly or by unambiguous algorithms or inferencing rules; and

Year 2000 must be recognized as a leap year.

Application Program Interface

Integration:

Description of Requirements

RM377

The system shall provide application program interfaces that allow integration with
common computer applications such as office automation applications, workflow
applications, and electronic-form/correspondence tracking software.
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Electronic Mail Integration:

Description of Requirements

RM378

The system shall allow integration with messaging software such as Lotus Notes. The
user shall be able to- transfer e-mail messages, their associated metadata and
attachments between messaging software such as Lotus Note and the system such
that e-mail messages can be filed in an RMS repository; and initiate mailing RMS-filed
documents from an RMS repository as attachments to an e-mail message.
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Filing Activation from E-mail Client - The interface shall have facilities to allow
filing of sent or received e-mail messages and their attachments from a folder, or
from a selected message. In addition, the Interface shall have two methods for
activating the filing process:

Description of Requirements

RM379

Support of both user activation and forced activation filing — The user shall be able to
file by user activation through a specific action (User Decided Filing) and forced
activation where the filing process is automatically initiated upon receipt or sending of a
message (Forced Filing).

RM380

Configuring filing activation - The Interface shall provide a facility to configure the Filing
Activation on a user basis and on a workgroup basis.

Selection of E-Mail Messages for Filing: The interface should have facilities to
select e-mail messages and their attachments for filing by:

Description of Requirements

RM381

Filing from a list or folder — The user shall be able to select for filing a message from an
e-mail Client message list and/or message folder.

RM382

Filing from current view - The user is able to select for filing the message currently
being viewed in the e-mail client.

RM383

Filing single or multiple selections — The user shall be able to select for filing single or
multiple messages with one selection.
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Capture of E-Mail Message/Capture of E-Mail Data Elements:

Description of Requirements

RM384

Automatically capturing data elements - The Interface shall provide a facility for
automatically capturing the following e-mail data elements from the e-mail message
and populating the Document Metadata of the e-mail Message Copy that is to be filed
as an RMS document:

(a) From: (sender/author); (b) To: (recipient list); (c) Cc: (recipient list); (d) Subject; (e)
Message body; (f) Document type (set to e-mail); (g) Attachment file name(s) and path
names(s); (h) Sender’s File Number; (i) Subject Code; (j) Security classification level
(open, restricted, confidential, secret); (k) Date of message creation; (I) Time of
message creation; (m) Date of e-mail receipt; (n) Time of e-mail receipt.

Here is the latest version of MAS Cormpliance table.

Mo wirus found in this outgoing messa
Checked by AVG Free Edition

Version 7.1.409 / Virus Database: 258.13.28/518 - Release Date
1182006

t

RM385

Distribution list - The Interface shall provide a facility to capture resolved distribution
lists (i.e., the full e-mail address of the actual recipient) rather than the distribution list
name itself. The Interface shall provide a configuration option (for designated individual

use only) to limit the number of characters available for storing recipient addresses.

Capture of E-Mail Message/Capture of Attachments:

Description of Requirements

RM386

Automatic capture of attachments - The Interface shall provide a facility for
automatically capturing e-mail message attachments (sent and received).

_i-ﬂﬁﬁ%lmlm-!

Storage Locations for E-Mail Data Elements:

Description of Requirements

RM387

Transfer of data elements - Some e-mail data elements shall be transferred to RMS
Document Metadata and other data elements shall be entered into the formatted

header that forms part of the e-mail Message Copy.
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Sending Attachments from E-Mail Client:

Description of Requirements

RM388

Attachment name - E-mail attachments shall use Document Name and not system
generated name that may or may not be arbitrary filename.

Folder Filing:

Description of Requirements

RM389

Folder filing properties - The Interface provides facilities to identify certain e-mail
folders to have filing properties such that documents placed in such filing-enabled e-
mail folders shall be filed.
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RM390

Ensuring filing - The Interface shall provide facilities to provide a method to ensure that
messages placed in filing-enabled e-mail folders shall be filed.

RM391

Linking/mapping filing folders - The Interface shall provide facilities to link/map filing-
enabled e-mail folders to previously defined RMS folders (i.e., file titles in specified

RMS repositories) such that an e-mail message placed within the filing-enabled e-mail
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folder will be filed in the corresponding RMS file title (i.e., under the corresponding file
classification number) within the RMS repository.

Check-Out/Check-In:

Description of Requirements

RM392 Check-Out/Check-In - The Interface shall pass any information required by RMS to

manage its Check-out and Check-in functions for all filed attachments.

Document History:

Description of Requirements

RM393 Document history - The Interface shall pass any information required by RMS to

update the RMS Document History for all filed messages and filed attachments.

User Directories:

Description of Requirements

RM394 User Directories — The system shall provide a facility to read and integrate the e-mail

user directory data into the RMS user directory.

Storing, Accessing, Viewing Messages and Attachments:

Description of Requirements

Full-text searching and viewing - All e-mail messages shall be searchable using full-

text tool regardless of format. The message should also be readable using the internal
viewer.
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RM396 Saving message and attachments - The Interface shall allow the option to save

message and attachments and all related message information as one object.

RM397

Links - When a message is saved as multiple objects, a bi-directional link shall be
established between the message and attachments.

RM398

Saving attachments independently - The user shall be able to save an attachment
independently from the message at the discretion of the user.
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Additional Functional Requirements

Description of Requirements

Distribution by user determined lists - The user shall be able to file a single document
in multiple repositories based on user-determined lists.

Exporting - The user shall be able to select sets of documents from repositories and
export the set and associated metadata to a repository or to offline storage.

User notification - When filing a document, a user will be able to designate other users
to be notified of the presence of document or file.

Printing without launching native application - The user shall have the capability to print
a document or a group of documents from a search list without launching the native
application.

RM399

RM400

RM401
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MULTIMEDIA REPOSITORY SYSTEM SPECIFICATIONS
(FUNCTIONAL)

Multimedia repository is a repository system that will store any multimedia resources,
which are not necessarily related to records in other modules (e.g. minutes of
meetings, planning papers, etc.). The repository should support all media types,
including images, videos, audios, word processing documents, spreadsheets, and
presentations, in fact, any on-line, near-line or off-line resource.

The repository should allow reference to and / or integration with other application
systems, including the central object catalogue. The system should allow multimedia
data / objects to be associated with the metadata / information it stores. For example,
a Microsoft Word research document concerning a digital image object should be
able to be associated with the object. Similarly, a copy of the loan document in
Microsoft Word format, and a scanned image of the document signatures, for
verification purposes, can be associated directly with the loan. When the object or
loan information is viewed, a multimedia data view tab should be available. By
selecting the tab, thumbnail views of images are provided. The user should then be
able to select an expanded format, which shows a complete view of the image.
Additionally, all multimedia data elements should be able to be viewed via any
suitable external viewing program (helper application) of the user's choice.

The repository should be extensible providing support not only for basic multimedia
types (images, audio and video) but also for complex / compound objects (Word
documents, with embedded Excel spreadsheets, etc). An external viewer program
may be associated with a document type and so adding a new media format is as
installing an appropriate viewer program on the client PC. If the format of the
multimedia resource is textual in nature (and a suitable viewer is defined) then the
content of the document is fully indexed enabling full text retrieval.

Description of Requirements

a. Content Creation

MR1

Asset Management: Allow multiple users to edit content and make changes

MR2

Editing Tools: Text based editor with spell-check capabilities; ability to consolidate
changes from multiple editors; ability to edit within the system as well as external to the
system (i.e., in MS Word). If editing is to be done within original application, the
application should be integrated with the CMS.

MR3

Allow Multiple Content Sources: Text; Graphic; Database; Multimedia or other. Please
name it.

MR4

Creation templates: Ability to use standard and customized templates for content
creation within system.

MR5

Publishing Templates: Standard templates for presentation of material available, as
well as ability to customize.

MR6

Word Templates: Accommodate storage, display of MS Word or other Templates.
Please name it.

MR7

Content Creation: Generate PDF. Ability to generate PDF format as needed

MR8

Check in/Check out Feature: Ability to check content/document out for editing. Ability to
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Description of Requirements

track who has documents checked out. Block editing of same document already in edit
mode.

MR9

Separation of Content and Presentation: Ability to separate the creation and
presentation of content through use of templates.

MR10

Content Reuse: Ability to reuse content in multiple templates/documents

MR11

Collaboration System Features: Allow users to work together on content/document

MR12

Attach comments to specific text: Ability to attach comments during the editing process
to specific areas of text as well as to the document as a whole.

MR13

Archiving: Must allow for archiving of content.

MR14

Version Control: Application of version control by content creator. Save past versions in
system so that we can roll back if necessary. Track date and time of changes. Prefer
ability to keep comment log.

MR15

Track changes between versions: Ability to identify and compare changes between
document versions.

MR16

Self-service authoring for non-technical content providers: Content authors should be
able to quickly create materials using standard desktop applications.

b. Workflow

MR17

Integration-messaging: Integration of other channels of communication into workflow,
i.e., email notifications.

MR18

Workflow process: Ability to define multiple steps involving various content types,
cross-departmental staff and required actions. Include triggers by date (automatic
notification to update or archive content) and by actions (creation, deletion, editing,
etc.)

MR19

Parallel and sequential workflow: Ability to allow multiple users to edit content at the
same time, and also provide a sequential based workflow.

MR20

Workflow Queues: ability to show what content is in what state for a particular user id
and what content is in what state for groups of users.

MR21

Comments: Ability to attach comments to a workflow stage

c. Metadata and Search

MR22

Metadata management: A native or integrated metadata management tool. Ability to
change and add metadata fields. Global search and replace for metadata fields Ability
to export metadata lists.

MR23

Thesaurus support: Predetermined thesaurus/controlled vocabulary to be used in
search that must be accommodated.

MR24

Cross-References: System must support a cross-reference or synonym function to
relate terms from thesaurus

MR25

Drill down: Must provide drill down interface based on hierarchy.

MR26

Limited search: Ability to limit scope of search functions to selected topics from
hierarchy (combines drill down and search functionality).

MR27

Fuzzy Searching: Ability of system to recognize misspellings and to suggest
alternatives

MR28

Attribute Searching: Must be able to search metadata as well as provide text word
searching, therefore metadata must be stored in such as way as to accommodate
search engine access.

MR29

Administrator control of taxonomy: Designed a hierarchy of topics and a thesaurus.
These will be controlled by the administrator and not changeable by users.

MR30

Taxonomy: Must support multiple hierarchies for documents. Topics maybe repeated
within hierarchy and this must be supported by system. Documents may be linked to
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Description of Requirements

multiple locations.

MR31

Provide access to external information sources: Must be able to provide links to
external websites and print content that has listing within the system, i.e., through a
catalog

MR32

Relate Document: Ability to relate documents within system

d. User Interface

MR33

Browser based: Need web based interface for user access to system

MR34

GUI Administration features: All configurations, setup, scheduling and other admin
functions accessible through a GUI.

MR35

Customizable interface: Ability to customize the user interface as needed.

MR36

Personalization: Personalize according to user group roles, i.e., internal searcher,
external searcher, editors

e. Reporting & Administration

MR37

Reporting Tools: Include performance, workflow, log file analysis; session analysis.
Ability to create custom reports as needed.

MR38

Audit Trail: Provide audit trail for system activity, including workflow and revision
history.

MR39

Link Checking: Automatic link checking and validation for internal and external links.

MR40

Content Caching: Provide better response time by allowing caching of content.

f. Security

MR41

Role Based Security: Provide security according to user role. Combine with document
level security to accommodate different editing/author teams.

MR42

Document Level Security: Allow security to the document level.

MR43

Integrated Authentication: Provide a user authentication mechanism. Active directory
integration preferred.

MR44

Security: Compatibility with Security technology, for example SSL.
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ENTERPRISE CONTENT MANAGEMENT SYSTEM
SPECIFICATIONS (TECHNICAL)

A content management system (CMS) is a system used to manage the
content of a enterprise. Typically, a CMS consists of two elements: the
content management application (CMA) and the content delivery application
(CDA). The CMA element allows the content manager or author to manage
the creation, modification, and removal of content from the system without
needing the expertise of a Webmaster. The CDA element uses and compiles
that information to update the system. The features of a CMS system vary,
but most include Web-based publishing, format management, revision
control, and indexing, search, and retrieval.

A content management system (CMS) supports the creation, management,
distribution, publishing, and discovery of the records. It covers the complete
lifecycle of the pages on the system, from providing simple tools to create the
content, through to publishing, and finally to archiving. It also provides the
ability to manage the structure of the system, the appearance of the published
pages, and the navigation provided to the users.

Description of Requirements

a. All Software Modules

CMSH

All software modules of the proposed CMS solution must have a general release date
prior to the date of the Supplier proposal.

CMS2

Prompt for document metadata - The system shall prompt the user for document
metadata at the time of creating, saving or closing a document and at the time of
sending an e-mail.

b. Architecture

CMS3

The architecture of the product must support a three-tiered architecture: the logical and
physical separation of metadata storage from document repository storage, and the
separation of client processes, server processes and interfacing processes.

CMS4

The architecture of the product must support creation of multiple, distributed
repositories and transparent access to multiple, distributed document repositories from
any client.

CMS5

Highly integrated product architecture with tightly integrated back-end application
server is very desirable.

CMS6

Highly integrated product architecture with tightly integrated back-end application
server is very desirable.

CMS7

The proposed CMS must be scalable to the number of users, retrieval volume and
document storage. Please provide method of sizing used in determining the CMS
platform.

CMS8

The proposed CMS must support access to repositories and workflow functionality over
the Internet and the County intranet (WAN).

CMS9

The proposed CMS solution must support the estimated volume of transactions and
documents through such features as server replication and clustering or equivalent.

CMS10

The proposed CMS must support fail-over back-up and recovery capabilities.

CMS11

The proposed CMS must support various data storage platforms. Please name.

CMS12

The proposed CMS must support RDBMS. Please name.

c. Desktop Client
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Description of Requirements

CMS13

The proposed CMS must support Windows NT and WIN 2000 clients.

CMS14

The proposed CMS must support access to the document repositories and workflow
functionality through Internet Explorer, Netscape Navigator and other industry-standard
browsers.

d. Security / Access

CMS15

The proposed CMS must support very granular access and security restrictions,
including the creation of groups of users with specific document manipulation rights
(add documents, delete, view, print, etc.) to designated types of documents (index
field) groups of documents (index field) and specific individual documents.

CMS16

Access restrictions must be configurable at the case file (collection of documents) and
document (multiple pages) levels.

CMS17

The proposed CMS must permit the security/access restrictions on documents and
groups to be modified, and to add/delete members to/from a group.

CMS18

A security/access group must be able to be configured for a single individual, multiple
specific users, all users and other membership parameters.

CMS19

A user must be able to belong to more than one group for purposes of document
access.

It is desirable the proposed CMS solution hide from view the existence of any
documents the current user is not permitted access to.

e. Image Capture

CMS20

The proposed CMS must support appropriate scanners for the page volumes, but the
scanners must be capable of scanning a minimum of 80 ppm.

CMS21

The proposed CMS must support the following file formats/compression formats: TIFF
multi-page files G3 and G4 compression, JPEG, GIF, XML and PDF.

CMS22

The proposed CMS must support the deletion and re-scanning of pages/documents
before committing to disk.

CMS23

The proposed CMS solution must support various image enhancement and clean-up
techniques such as de-skew, de-speckle and darkening/lightening.

CMS24

The proposed CMS solution must support image capture at different dpi

CMS25

The proposed CMS solution must support bi-tonal and gray-scale image scanning.
Color scanning is not required at this time.

CMS26

The proposed CMS must support imaging of 8-1/2” x 11” and legal size, single-sided or
double-sided pages (duplex on demand).

f. Image Capture Indexing

CMS27

The proposed CMS must support automatic indexing through bar code recognition for
interleaved 3 of 9.

g. Document Management

CMS28

The proposed CMS product must support a hierarchical organization of documents in
folders and subfolders.

CMS29

The proposed CMS solution must be able to produce an audit trail for various
document activities such as add, delete, view, print, etc.

CMS30

The proposed CMS solution must support concurrent read/print access to documents
by multiple users.

CMS31

The proposed CMS solution must provide the capability to restrict document
manipulation functions (add, delete, modify) to certain users based on user-selectable
parameters (e.g., case type and document type).

CMS32

The proposed CMS solution must support digitally signed objects.

CMS33

The CMS solution must have the capability to rendition documents from MS Word to
PDF format or other. Please name.

CMS34

The CMS solution must provide the capability to any user to view or “play” any
electronic object types stored in the repository.

CMS35

The proposed CMS product must provide convenient page viewing features such as
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rotate, zoom, go to “n” page; book marks, etc.

CMS36

The CMS solution must support XML documents or other format. Please name.

CMS37

It is desirable for the CMS solution to store documents up to 1,000 pages in length.

CMS38

It is desirable for the CMS solution to be able to catalogue documents that are stored
off-line.

CMS39

The CMS solution must provide creation, viewing and printing of annotations on
documents, pages and folders.

CMS40

It is desirable for the CMS solution NOT to store annotations in image headers.

CMS41

The CMS solution must restrict access to annotations to authorized users.

h. Records Management

CMS42

The proposed CMS shall provide automatic migration of documents between storage
platforms as part of the archiving and document lifecycle management process based
on triggering events initiated from another system.

i. Workflow

CMS43

The proposed CMS must support rules-based production workflow routing to process
documents through electronic queues.

CMS44

The proposed CMS must support split screen viewing (a document in one window and
another application screen in a second window).

CMS45

The proposed CMS should provide the capability of routing documents based on user
decisions.

CMS46

It is desirable for the proposed CMS to maintain a log of actions that have been taken
on a document (e.g. the routing sequence, notes about problems in processing a
document, people who need to review the document and other annotations).

CMS47

The workflow system must support a “universal inbox” which is accessible concurrently
by multiple users and secure inboxes (access restricted to specific users).

CMS48

The workflow system must support the generation of workflow statistics and status of
work items reports.

CMS49

The workflow system must support conditional (if .. then ...) logical routing and
rendezvous (wait for another action to occur before processing document to a work
queue).

CMS50

It is desirable for the workflow system to support parallel routing (routing for the same
document to more than one inbox at the same time).

CMS51

Workflow processes must be able to be accessed and executed over the County
intranet, via dial-up access and over the Internet by browser-based clients using
Internet Explorer.

CMS52

Workflow processes should be able to be created by trained end-users through
graphical tools, using such techniques as “drag and drop”.

CMS53

The workflow solution must support inter-agency workflow processes.

j- System Administration

CMS54

Systems administration uses graphical tools.

CMS55

Systems administration functions leverage Windows NT services such as User IDs,
passwords and security levels.

CMS56

Remote systems administration over an intranet is a feature of the proposed CMS.

k. Fax

CMS57

The proposed CMS solution must be capable of importing and exporting documents
to/from the document repository.

l. Printer

CMS58

The proposed CMS solution must have high volume, high speed print capabilities to
generate 10,000+ pages per day from the records management center at CSC.

CMS59

The proposed CMS solution must be able to send print jobs to network printers and to
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print from individual printers attached to workstations.

m. Web Publishing

CMS60

The proposed CMS solution must be able to send print jobs to network printers and to
print from individual printers attached to workstations.

CMS61

The CMS solution must allow browser-based users to enter information over the
Internet into forms, and for forms-based information to propagate through the system
using the product’s workflow or other capabilities.

CMS62

The CMS solution must facilitate browser-based users to search for and retrieve,
download and print documents in the repository. The feature will be used in future
Phases, but must be present to be used later.

n. System

CMS63

The CMS solution must be Year 2000 compliant and free from any date-related
malfunctions.

CMS64

The CMS solution must support mirrored drives.

CMS65

The CMS capabilities must include back-up capabilities for the document repository
and database(s).
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COLLABORATION MANAGEMENT SYSTEM
SPECIFICATIONS (FUNCTIONAL)

Collaboration between information management, records management, e-
business, website management, IT and line of business staff is important. The
skills, knowledge and experience of all areas are required for public offices to
meet the challenges of electronic records. As such, responsibility for
electronic records is shared across the organization. The Collaboration
System is a virtual workplace for a group of identified users working together
on an area such as light discussion, coordinating works, collaborate or joint
author work, and maintain team’s reference document.

Component Process

Messaging

PR — Client - > Server

I
User Interface Workflow
Repository

Retentior
Schedule

- =

Knowledge
Management
Portal

Figure 7: Component Process For Collaboration Management

The diagram above shows the Component Process for Collaboration System.
Below are the descriptions for the component process:

o The Client and Server have the capability to instantly escalate
messages.

o The Client is allowed to create new documents and edit the existing
documents.
o The Client have the capability to extract relevant information

from the Knowledge Management Portal

o The Server provides a central secure document repository for storing
all the created documents.

o The repository is protected from unauthorized users
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o Multimedia Support: Support for MPEG, JPEG, AVI, Flash TM
QuickTime TM, GIF, WAV, AU and MS Windows bitmap

. The Workflow:

o Have the capability to route the information to specific
participants before posting it for general consumption and can
be used to indicate when and where that information will be
posted

o The required approval document will trigger the email system
and send it to the identified person for approval

o Document status/electronic approval — The user can
electronically designate a document as being finalized
(authorized by a named authority) thereby protecting the
document from modification

o The results of the approval will trigger the email system to
notify the identified person

o The Retention Schedule identifies the life span for a particular
documents

o A designated individual is able to create, maintain, modify and
manage retention and disposal schedules indicating the period
of time documents are to be retained in an active and inactive
state; and to create, maintain, modify and manage a listing
with instructions for the authorized Disposal of documents
such as destruction, transfer to another government institutions
(such as ANM), or transfer outside government.

o The Client has the capability to view the contents in the repository
through friendly user interface

o Multiple repository search — The user is able to select one or
more document repositories prior to invoking a document
search and to present the search results from the selected
repositories in a combined manner showing the source
repository.

IT Process Flow
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Figure 8: IT Process Flow for Collaboration Management

Description of the IT Process Flow:

1. The administrator will create the team based on the recommended
team members provided by the unit's management. This process will
create:

o Member Action Control list based on any existing employee
data mapped against the role of the member

. e-File Plan to store the various rules related to the content
including workflow and process flow

J Draft repository for the content to allow team members a
shared area to store their respective work-in-progress

o Content Repository to host the various contents that is
approved for distribution

2. The administrator will sign-off the various workflow and processes flow
to the various team approval committee.

3. Team Members start creating content and work on the content in the
shared drive repository.
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4. When the content is ready for distribution, and the team member
declares the content as a record, the application will check across the
e-file plan for the content file plan i.e. whether the content requires an
approval for distribution.

5. If the content requires an approval and the approval is given the
content will be stored in the content repository and a notification sent
out to respective team members that is allowed to view the content.
The content will then be registered with a retention schedule based on
the e-file plan.

Collaboration System (CS) Requirements

Refer to the below table for the Collaboration System Requirements.

Description of Requirements

a. Correction and Creation

The Collaboration System must allow the users to create new documents and edit the existing

CSt documents.
cso The Collaboration System must provide a central secure document repository for storing all the
created documents.
Version control — The user shall have the option whether to create a new version, replace the
existing version (provided the document has not been finalized) or create a new document. New
CS3 . . X o . .
versions shall be automatically linked to the original document and higher or lower versions of the
document.
Linking document attachments - The user is able to attach/link multiple electronic documents to
CS4 |form a single "virtual document" which is subsequently managed as a single entity to ensure its
integrity.
cs5 Profiling documents with attached images — The user shall be able to profile an original hardcopy
document and to attach its image as electronic attachments.
Launching of applications — The system shall launch the authoring applications (i.e. associated or
CS6 |generic viewer) from within the document retrieval function of the Collaboration System for the
purpose of creating, editing or viewing a document.
b. Instant Messaging
CS7 |Secure communication (including message encryption)
CS8 |The ability to instantly escalate Instant Messages to conferences and web Collaboration sessions
CS9 |Easy to use Instant Messaging client
CS10 |No desktop client software beyond a standard web browser
CS11 The Instant Messaging user has the capability to present documents to session participants
through their browser.
Have the capability to identify the status of the team members, whether they are “Away”, “Out to
CS12 |Lunch”, “Busy” or “On the Phone”. (This enables users to see instantly the availability of other
Team Members in joining the conference / Meeting)
c. Paging
csi3 Provides the capability to have hundred of users collaborating together in a single session
simultaneously.
CS14 |Allow users to leave and rejoin sessions.
CS15 |Provide the capability for the users to schedule and hold online meeting with identified team
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members / participants.

CS16

Automate alert / notification to users on the meeting schedule.

CS17

Prepare and display presentation slides for other participants during the online meeting through
shared web browser. (Communication with other participants is provided through audio/video
links and chat application)

CS18

Provide whiteboard tool that can be used to clarify meeting issues.

CS19

Users have an option to share their screens or selected applications. (All users have access to
the list of meeting participants)

d. Security

CS20

Individual user profiles — The system shall provide an individual profile for each Collaboration
System user and a facility for managing “permission” associated with read, write, modify, delete
and disposal rights and restriction those permissions to designated individuals. Controls all
permission at the group, document and file classification scheme.

CS21

Document status/electronic approval — The user can electronically designate a document as
being finalized (authorized by a named authority) thereby protecting the document from
modification.

CS22

Restrict creation - The system shall provide the capability to restrict the creation of new files to
designated users.

CS23

The system should provide a strong encryption feature for meeting the requirements for handling
of Government classified information.

CS24

Integrity — The system and technical architecture of the Collaboration System should have its
own self-contained security system and shall protect the integrity of information within the
Collaboration System environment throughout each stage of the life cycle.

CS25

Security audit log - The system shall provide an audit log showing changes made to the security
parameters.

CS26

Protection against unauthorized access — The system shall secure and/or hide from the end user,
the user ID and password information used for access to Collaboration System and prevents
unauthorized access to all system tables.

CS27

Password level security - The system shall use the same password facility as the LAN.
Collaboration System shall not impose the use of additional passwords to gain access to the
system.

f. Retention and Disposal

CS28

Retention and disposal schedules — A designated individual shall be able to create, maintain,
modify and manage retention and disposal schedules indicating the period of time documents are
to be retained in an active and inactive state; and to create, maintain, modify and manage a
listing with instructions for the authorized Disposal of documents such as destruction, transfer to
another government institutions (such as ANM), or transfer outside government.

CS29

Changing defaulted document and file designations — A designated individual shall be able to
change defaulted retention and disposal designations for individual documents in order to support
disposal exceptions.

CS30

Changing document status - The system shall provide on-line assistance and an enabling
mechanism to change documents status between active, inactive and archival storage.

CS31

Identifying document for destruction - The system shall provide a means to identify all official
documents due for destruction, within the workgroup according to their authorized disposal
schedules.

CS32

Deleting documents — The system shall provide a means to delete a document and its
attachments from all repository media (including removable media) such that the document and
its attachments cannot be reconstructed.

d. Retrieval

CS33

Multiple repository search — The user is able to select one or more document repositories prior to
invoking a document search and to present the search results from the selected repositories in a
combined manner showing the source repository.
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CS34

Full-text search — The user shall be able to search on document contents. Text retrieval
capabilities of the system shall include intelligent search, such as Boolean and fuzzy search. All
searching shall be case insensitive as default, while also allowing case-sensitive searches.

CS35

Bureau or department-wide repository access rights — Collaboration System provides facilities to
ensure that "read, write and modify rights" are restricted to designated individuals.

CS36

Bookmarks for frequently used / common documents in the Collaboration System.

h. Thesaurus search

CS37

Simultaneous thesaurus search in English or Bahasa Malaysia — The user is able to perform
thesaurus searches on the document contents using either Bahasa Malaysia or English
terminology. This could include the execution of separate searches using either a Bahasa
Malaysia or English interface.

CS38

Selecting thesaurus terms - The system provides the ability to select a term in either Bahasa
Malaysia or English. A single search would then be performed using the terms provided.

i. Retrieval Presentation

CS39

Retrieval of document(s) - The technical architecture shall provide a facility to retrieve electronic
documents and associated attachments from any document repository (or a collection of
documents) informing user on location of document (e.g. online, offline, etc.)

CS40

View without launching — The system shall include the capability to view electronic documents
without launching the native or originating application.

CS41

Hit list - The system allows the user to view, retrieve or print electronic documents from a
customizable hit list.

CS42

Attached/Linked Documents — The user is able to select and retrieve one or more documents
from an attached/linked multiple electronic documents (a single "virtual document”).

CS43

Most recent version of document - The system shall provide a mechanism that ensures that the
default retrieval strategy shall always retrieve only the most recent version of a document. The
system shall provide a facility for the retrieval of any or all earlier versions of an electronic
document as requested by the user.

CS44

List of last edited/profiled documents - The system shall provide each user with a list of the most
recently edited or profiled documents at the desktop.

j- Check-in/Check-out and Editing of Electronic Documents

CS45

Checking-in/out documents — The user shall be able to check-in and check-out electronic
documents.

CS46

Block from editing — The system shall prevent other users from modifying a checked-out
document but allows viewing access by those users.

CS47

Notification - The system shall provide notification, when a user attempts to access a file that has
been checked-out.

CS48

Check-in without launching - The system provides the capability to check-in a document without
having to launch the native application.

CS49

Application of choice — The system allows the administrator to specify a default "application, and
its version, of choice" for editing sessions, where a file format is supported by multiple
applications (e.g. *.BMP is supported by a number of graphics editors).

CS50

Launching a second document - The system shall provide the capability to open additional
documents into an existing instance of an application (e.g. if MS Word is launched by a retrieved
file, a second file shall simply add another document window to MS Word and not start another
copy of the application).

k. Auditing

CS51

Maintenance of file history — The system shall maintain charge in / out history for files, volumes,
documents and secondary storage containers.

CS52

Statistics / Management information - The system shall provide the capability to compile statistics
and produce management information such as the number of times a document is
accessed/processed/updated as well as the number of documents accessed by
organizations/groups.
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Revision to documents — The system shall maintain and provide reports on revisions to

CS53 document, access to document and change to document status.
l. Interface

CS54 Interface — The technical architecture shall provide a Graphical User Interface (GUI) interface or
a web-enabled interface.
Revising on-line help — A designated individual is able to access, revise or make additions to on-

CS55 |line help facilities. This includes the capability to load, maintain and retrieve custom process rules
pertaining to using and administering the Collaboration System.

CS56 Bahasa Malaysia - All _spftware applications, utilities, viewe_rs, drivers, APls, etc. that deal with
text shall has the capability to be changed to Bahasa Malaysia.
m. Workflow

cS57 Have the capability to route the information to specific participants before posting it for general
consumption and can be used to indicate when and where that information will be posted.

cs58 The required approval document will trigger the email system and send it to the identified person
for approval.
Document status/electronic approval — The user can electronically designate a document as

CS59 |being finalized (authorized by a named authority) thereby protecting the document from
modification.

CS60 |The results of the approval will trigger the email system to notify the identified person.
n. Email System
The system shall allow integration with messaging software such as Lotus Notes. The user shall
be able to
(a) transfer e-mail messages, their associated documents and attachments between messaging

CS61 software such as Lotus Note and the system such that e-mail messages can be filed in an

Collaboration System repository; and
(b) initiate mailing Collaboration System-filed documents from a Collaboration System repository
as attachments to an e-mail message.

CS62 Automatic capf[ure of attachments - The Interface_ shall provide a facility for automatically
capturing e-mail message attachments (sent and received).

CS63 Attachment name - E-mail attachments shall use Document Name and not system generated
name that may or may not be arbitrary filename.
p- Replication

cs64 Provide the capability for users to work with the document offline and synchronize automatically
when the users are online.

CS65 Replicated repositories — The technical architecture provides replicated repositories, which are
duplicates of a repository that can be distributed to different geographical locations.
d. Knowledge Management

CS66 Have the capability to support the concept of a “group memory”. (Store the intellectual capital and
can be reuse by other users)

CS67 The capability to reuse the knowledge and best practices adopted by the users in the
Collaboration System.

CS68 Bookmark for frequently used knowledge and best practices adopted by the users in the
Collaboration System.
r. Tracking

CS69 |Provide the capability for the users to view and track the status and milestones of the task.

CS70 |Provide the capability to alert and notify the users regarding the expiring of due date.
s. Multimedia Support

CS71 Provide the capability to support for MPEG, JPEG, AVI, Flash TM QuickTime TM, GIF, WAV, AU
and MS Windows bitmap.
t. Virtual Briefcase

cs72 Provide a virtual workplace / environment for users to view, edit and create information /

documents.
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Provide a “virtual room” construct to provide multiple shared virtual spaces for collaborative use

CS73 . . L !
of researching, planning, communications and analysis tools.
u. Additional Functional Requirements
cs74 Provide the capability for users to add in comments / suggestions to the working documents.

(Only for authorized users)

v. Notification Process delivers real-time alerts of significant enterprise events via remote
notification technologies, such as pagers, cell phones, electronic mail, and other custom
notification techniques

Notification allows users to send messages in respond to various events during a process. For

CS75 |example, ability to notify a system operator by pager if the process fails or e-mail a report
produced by the process if it succeeds.

CS76 Notification should be able to offer a wide range of options for sending status messages for the
process, including the ability to send files produced by the process.

CS77 |The format for the email notification should include the title of the event.

cs78 For an expired deadline or if a workflow was fulfilled successfully, notification process should be
triggered to notify the respective team members.

cS79 Email notification should be categorized in at least two categories such as Urgent email and
Normal email.
The Notification should allow the users to customize the audit trails of the notification process to

CS80 |meet the demanding requirements. In addition, integral graphs detail every aspect of the
notification process, and provide historical reporting for use in capacity planning.

The Notification system must be easy to use, has a point and click interface, and can be used to

CS81 |define notification escalation chains. When an action fires, the notification will continue to

escalate at the specified time intervals, until the desired individual responds to the event.




ANM Confidential

APPENDIX A



Glossary of Terms
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Term Definition
Acquisition The act of receiving records from one organization and
transferring custody and processing of those particular records to
the receiving organization.
Acquisition The area of management where records acquisition is planned,
Management executed and monitored; to ensure compliance to the ARKIB
Negara Malaysia Act for the purpose of preservation.

Agency A generic title for any public sector institution forming part of the
national or local executive, judiciary or legislature that creates
records and has its own record management system. In legislation
the equivalent term may be public office.

Archival record A record, or record series, which has been designated by the

State Archivist to have historical administrative, fiscal, legal,
intrinsic, evidential, or informational value. At the end of the
Retention Period, such records should be transferred to the
Archives for preservation.

Archival value

The determination in appraisal that records is worthy of permanent
preservation by an archival institution.

Archives Records, which are preserved for their permanent and enduring
national and historical value or both.

Archives The area of management concerned with maintenance and use of

Management archives / life cycle management.

Archiving 1. The process of creating and transferring computer files or
records (or a backup copy of computer files), for long-term
storage.

2. Transferring records from a State Agency to the State Archivist.

Appraisal A process by which decisions on the retention, disposal or transfer
of records are taken.

Appraisal A legal document that binds ARKIB and the Public Office with

Agreement respect to the details of the records appraisal process.

Appraisal The area of management that appraises the operational and

Management archival value of records within the agencies.

Audit The process of reviewing, verifying, evaluating and reporting by an
independent person(s) on the adequacy of a unit of analysis
against a predetermined set of criteria.

In the case of a business systems analysis project, the criteria for
the audit derive from implementation objectives.

Audit Trail A record, or series of records, which allows the processing carried
out by a computer or clerical system to be accurately identified, as
well as verifying the authenticity of such amendments, including
details of the wusers who created and authorized the
amendment(s).

Audit and Quality | The area of management that ensures compliance accordance to
Management policies and procedures that is in place by ARKIB Negara
Malaysia.
Backup 1. The process of duplicating information primarily for protection in
case the original is lost or destroyed.
2. A copy of the record.
Capture Capturing the record within the electronic environment involves

management of the interface between the record management
system and the applications, such as word processors or e-mail
clients, which are used to create or receive records. Systemic
capture requires both a technical interface and a set of rules or
procedures, which govern its behaviour and successful application
within the organization.

Change

A series of activities specifically designed to develop and to enable
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Term Definition
Management and | impacted people to work confidently in their jobs in order to
Communication achieve the desired business objective while concurrently
undergoing the change process.

Classify The activity of identifying and arranging records and archives in
categories according to logically structured conventions, methods
and procedural rules represented in a classification system.

Classification The process of identifying and arranging records and archives in
categories according to logically structured conventions, methods
and procedural rules represented in a classification system.

Collaboration The Collaboration System is a virtual workplace for a group of
identified users working together on an area such as Light
discussion, Coordinating works, Collaborate or joint author work,
and Maintain team’s reference document.

Content The information conveyed by documentary material.

Context The organizational, functional, and operational circumstances in
which documentary material is created and/or received and used.

Contextualize The ability to develop and document the inter-relationship of
content between records.

Conversion Conversion means the automatic importing or exporting of
electronic records from one software environment to another with
little or no loss in structure or no loss in context or content though
the underlying bit stream is altered. Conversion differs
reformatting in that it occurs within the framework of a software
application environment within which the records were created or
maintained, or within the target application software.

Create To generate a record.

Customer An operational process solution that can enhance an

Relationship and | organization’s ability to see the differences in customer and
Consultation prospects needs and behaviour based upon the customer’s value
Management and priorities. It encompasses marketing and customer service,

and focuses on customer experience with the organization.
Data Groups of characters that represent a specific value or condition.
Data provide the building blocks of information.

Describe Process whereby records are being identified and classified.

Description The process of capturing, analyzing, organizing and recording
information that serves to identify manage, locate and explain
archives and the contexts and records systems that produced
them.

Disposition / Includes the deletion or destruction of records from record

Disposal management systems, the migration or transmission of records
between record management systems, and the transfer of custody
or ownership of records to an archive or repository for permanent
preservation. Disposal actions (including destruction) should
always be documented, preferably by the record management
system itself.

Disposal Schedule | Validating the record with the disposal schedule to determine

Validation whether or not a record have reached its disposal status.

e-File plan File plan are used to organize and categorize information holdings.
A file plan consists of a collection of different types of objects,
which have names like Prefix, File, Section, Folder, Volume,
Primary, Secondary etc. This allows records to be efficiently
located based on the categories of information to which they
belong.

e-Records See Electronic Records

Electronic mail (e- | A system that enables users to compose, transmit, receive and

mail) manage electronic messages and images across networks and

through gateways connecting to other local area networks.

Electronic Records

Computerized versions of traditional paper records created and
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Term

Definition

kept by agencies. Sources of electronic records range from
desktop applications such as Word, Excel, and e-mail, to
corporate applications such as financial systems, HR systems and
corporate databases.

Electronic Records
Management

Applying records management principles to electronic records that
are located on disks, tapes, or any form of magnetic or optical
media.

File Classification

A logical and systematic arrangement for classifying records into

System subject groups or categories based on some definition scheme of
natural relationships representing numbers, letters, or key words for
identification.

File name The name given to a group or series of related documents contained
in a file folder. Also used to denote the name of an electronic file.
Guidelines A set of rules or principles to provide guidance to enable user to

carry out certain work processes.

Inactive record

Records no longer needed at a particular time for the conduct of
current business.

Information and

Standards as defined by MAMPU.

Communication

Technology (ICT)

Standards

Management

Integrity The integrity of a record refers to its being complete and unaltered.

Internet The vast network of computer systems that enable worldwide
connectivity among users and computers.

Jadual Pemisahan | A document describing the recurring records of a public office,

Rekod (Record institution or administrative unit, specifying those records to be

Retention preserved as having archival value and authorizing on a

Schedule) continuing basis and after the lapse of specified retention periods
or the occurrence of specified actions or events, the destruction of
the remaining records.

Metadata Information about individual records and the record assemblies in
which they reside (for example, their context and relationship with
other records).

Metadata — A comprehensive detail of a data which relates one record to

Contextualization: | another.

Migrate Act of moving records from one system to another, while
maintaining the records' authenticity, integrity, reliability and
usability.

Migration Process of moving records from one system to another, while
maintaining the records' authenticity, integrity, reliability and
usability.

Organize Setting up a system of directories, which is based on a simple but
logical structure which meets the needs of the organization and
how it operates?

Permanent record | A record that has sufficient historical or other value to warrant its
continued preservation by the Federal Government beyond the
time it is needed for administrative, legal, or fiscal purposes.

Physical record A record whose characteristics depend on the manner or form in
which it is stored, retrieved, or moved. A physical record may
contain one or several logical records or a part of a logical record.

Policy A formal statement of direction or guidance as to how an
organization will carry out its mandate, function or activities,
motivated by determined interests or programmes.

Preservation A broad term covering the range of activities carried out to make

sure that records can be retained and remain accessible for as
long as they are needed. This includes environmental control,
security, storage, handling or processing, migration strategies and
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Term

Definition

disaster preparedness.

Procedures

A process or series of acts especially of a practical or mechanical
nature involved in a particular form of work.

Public Archives

Public records which are specified by the Director General as
being of permanent and enduring national or historical value or
both; and which have been transferred to the National Archives or
such other place as the Director General may from time to time
direct; and any private records or other material which are
specified by the Director General as being of permanent and
enduring national or historical value or both acquired for the
National Archives by the Director General.

Public Records

Any paper, written or printed book, document or drawing, map or
plan, photograph or microfilm, sound-recording or similar device,
that has been made or received by any official, officer, board,
commission, agency, authority, district, institution or other
instrumentality of government, in connection with the transaction
of public business and has been retained by an agency as
evidence of its activities or because of the information contained
therein.

Quality Control

A process to ensure all standards are being followed through
Reliability testing and Disposition Testing. See Reliability testing
and Disposition Testing.

Records Appraisal

The process of evaluating record based on their current
operational, regulatory, legal, fiscal and historical significance,
their informational value, arrangement and their relationship to
other records.

Records Audit

Conducting a periodic inspection to verify that an operation is in
compliance with the records management program.

Records Centre

A low-cost centralized area for housing and servicing inactive or
semi-active records whose reference rates does not warrant their
retention in a prime office space.

Records Creation
and Capture
Management

The area of management that encompasses creation of records,
the identification and classification of these records and execution
of record capture activities.

Records Disposal

After records have reached the end of their retention period in
active and/or inactive storage, they may be transferred to an
archive for retention or be destroyed.

Records Disposal

The area management that handles the Disposal of records. It

Management also conducts reviews on records to ensure that certain criteria are
met before the records are disposed. This will be for both the
operational and archival records.

Records The area of management whereby the records are organized and
Maintenance maintained, to include the need for records preservation.
Management

Records The efficient and effective management and control of the
Management creation, maintenance, use, and disposal of records, files, and

forms.

Records Manager

The individual within the organization who is responsible for
systematically managing the recorded information generated and
received by the organization.

Records Lifecycle

An archival concept that describes the lifespan of a record, from its
creation or receipt to its final Disposal. The records lifecycle is
divided into the following stages or phases: creation/receipt,
maintenance and use, retirement, final disposal, and continuing
use.

Records Usage
and Access
Management

The area of management that handles the usage and access of
the operational records that includes identifying and monitoring
records usage and access.
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Definition

Recovery

The process of recovering electronic data or documents, without
loss, from a corrupted state caused by system or other errors.

Register

The process of accepting a record and to document its
acceptance.

Repository

A place where archived records are preserved and made available
for consultation.

Retention period

The time period records must be kept according to operational, legal,
regulatory, and fiscal requirements.

Retrieve/Retrieval

1. Process of locating and withdrawing a record from a filing
system or records centre.

2. The action of accessing information from stored data on a
computer system.

Security

Protection standards and practices imposed a record.

Stakeholders

Any individual or group affected by and who are capable of
influencing the success of the project.

Standards

Complex of established norms aiming to make the characteristic of
a product, process or service uniformed within or across a sector,
country or system.

Standards and
Process
Management

An area of management whereby standards and processes are
continuously developed, reviewed and improved based on current
trends and best practices, and ARKIB Negara Malaysia’s
requirements.

Storage / Store

Physical or digital repository for the records.

Structure

The physical or logical form of a documentary material or a set of
documentary material.

Structured
Environment

Environment in which business processes are typically highly
structured, well-established tools and techniques are employed to
develop application systems supporting the processes and
accountability for the design, development and maintenance of
systems (including the integrity of the data generated in the
systems) has been assigned.

Transfer

The process of changing the physical custody of archives,
generally without changing the legal title of the material.

Unstructured
Environment

Environment in which business processes and workflow are not
clearly defined, the user has relative autonomy over what
information is created, sent and stored (e.g. as e-mail and
attachments) and accountability for record management is
unclear. This is the world of e-mail and other electronic documents
that are generated without the benefit of structured work
processes or rules of the road.

Typically, it is a user driven world where the user has autonomy
concerning what gets created, how it is transmitted and how it is
stored and otherwise managed. The absence of workflow within
which records/documents (regardless of their physical form) can
be placed in a context presents a substantial challenge from a
record management perspective. Electronic record management
solutions tend to be derived from the world of paper based records
management.

Usability

A useable record is one, which can be located,
presented and interpreted.

retrieved,

Usage

The ability of using and recreating the records via a particular
business process.

Vital record

Records essential to the continued functioning or reconstitution of
an organization during and after an emergency and also those
records essential to protecting the rights and interests of that
organization and of the individuals directly affected by its activities.
Sometimes called essential records. Recommended that there be
duplicates located off-site.
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Definition

Web Environment

Rapidly evolving environment in which, in the earliest stages of
web site evolution, organizations find themselves ‘publishing’
content onto the web (the issues in this environment tend to be
derived from the world of communications, publishing, marketing
and library services).

But in this era of E-Government, they are also finding themselves
managing information that has emerged from defined work
processes such as those connected with the development of
policy (e.g. the preparation of various drafts of a consultation
document placed on the web site or the handling of enquiries
placed via the e-mail facility featured on most web sites — similar
to ‘correspondence management’).

Pursuant to the E-Government agendas established by many
countries around the world, many are evolving even further by
turning their web sites into gateways or portals in order to support
on-line transaction processing (e.g. e-filing of tax returns).

Table 2: Glossary of Terms




